e

BUFIO Suite £ & OZ2/AHI0|M 2M0f| ALE = = =7 YLICE HTTP Request 7t2x7| 2 21, 21
ol a0jl Brute Force (X1 Ciel) 22 S Cieet Y28 4843t 4 YALICE = SA0AE Burp Suite o
FR7|S0|l chsl dHFLICH

CIREE

http://portswigger.net/burp/download.html

Burp Suite= 22 HE1I Q& HFO| lon{, B2 HEM X|25t= 7|52 LE Intruder 7|5 &
Scanner 7|5, td E497|, 2 AFIE2 S0| USLICH

s

1) Proxy

Proxy 7|5 RequestE Zt2 0 £FSH=0 AFSRILICE sig 7|52 AHgst7| floi & E2{Zo| Proxy £

Skt = TAIaO} 510, A 7| gt 127.0.0.1:8080 QlLICH.

127.0.0.1
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http://portswigger.net/burp/download.html

HEIRX{0| M MA0| ZLIH, Burp Suite £ Y1 [Proxy]ollA [Intercept is on]2 2 E|{Q=X| SHQIFHL|LC}

[Alerts] EiO 2 7tH 8080 EZEZ proxy 7|s0| 256t Q=X &0lst 4~ 91oM, [Proxy] Ozl [Options]
oM 7|2 ™ol st 12 HEgde =% athr

Running | Interface | Invisible | Redirect Certificate
)] 127.0.0.1:8080 ad Per-host

| Binding | Request handling | Certificate

Loopback only

sl oA Edit £ 226l $=415H= Proxy ZEE =88 4= Ql20{, Add £ Z2lsll M| Proxy Listener £ &
7t2 7As & ISL|CE Edit - [Binding] & 0llA Bind to address - Loopback only LAl CHE SMS A}
8ol HES|3 42| &£ CHE A|ARIC| Proxy E AMSE 4= JUSLICH &, SYSH HEQI Mo RE SAEE
Burp Proxy 7|s2 A& 4= 2, Proxy & Sdlf E2fES EE'EHOI%E b4 ASLIC

These settings control the server SSL certificate that is presented to SSL clients.

(0 Use a self-signed certificate
® Generate CA-signed per-host certificates
(O Generate a CA-signed certificate with a specific hostname:

(O Use a custom certificate (PKCS12):

File: Select file ...

Password:
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Burp &= SSL 25 & AO|E0f| QIBME MISE &= = UL JELICE 7|2M2E Burp = AtA| MHE CA
CISME MMetL|Ct $ixl MEi=l S M =, Generate CA-signed per-host certificatese= 2202 EN| M
AZotEl= 5 SAEO Clis Burp2| CAQISME MESH AIZSME MMBILICE & oiZ2[AH 0| 24 Al 25

Redirect to host: l

Redirect to port: [

(] Supportinvisible proxying (enable only if needed)

Support invisible proxying (enable only if needed) 82 Proxy € A5t QYeX| ZE= Z210|AH
EO0f| A AF23HL|C}. 0]= Proxy A&0| Hal2X 9| 40| Of-l CH2 2|%| (0f: hosts) 0f] Q= ALE st |
Ct. O] BR2| Request = 22t {0l M 288t ZR2| Request 9 ofZt CH=7| WE0f 3T M At
ZM Burp 0f €2{F= &S | Redirect to host, Redirect to port = M 0|21} ZH0| SAEQI ZEZE
MH 2to =2 Redirect ghL|C}.

0
ook
|0
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@ Intercept Client Requests

@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

(¥ Intercept requests based on the following rules: \
[ Add J Enabled | Operator | Match type | Relationship | Condition
S (] File extension Does not match (Agif$|Ajpg$|Apng$|AcssS|AjsS|Ai ..
Edit a Or Request Contains parameters
O Or HTTP method Does not match (get|post)
Remove g And URL Is in target scope »

——

[DownJ

(] Automatically update Content-Length header when the request is edited

? Intercept Server Responses

@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

() Intercept responses based on the following rules:

[ Add J Enabled | Operator | Match type | Relationship | Condition
I (1) Content type Matches text
Edit O Oor Request Was modified
O Or Request Was intercepted
Remove g And Response code Does not match A304% >
O And URL Is in target scope
Up
[ Down J

() Automatically update Content-Length header when the response is edited

“Intercept Client Requests”, “Intercept Server Responses” M =20 A X|&5t= &lof| mhz}
Request @ Response £ 7I23 4= QI&LICH E2fLlo| B2 42 227t Yst= YF Request Bt 7tER| T
£ 4¥E =+ AELICH
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i

ZJ
@ These settings are used to perform automatic modification of responses.

[[J Unhide hidden form fields

(] Enable disabled form fields

() Remove input field length limits
(] Remove JavaScript form validation
(] Remove all JavaScript

(] Remove <object> tags

(] Convert HTTPS links to HTTP

() Remove secure flag from cookies

2
@J These settings are used to automatically replace parts of requests and responses passing through the Proxy.

L Add J Enabled | Type | Match | Replace |
O Request header AUser-Agent.*$ User-Agent: Mozilla/4.0 (co...
Edit a Request header Alf-Modified-Since.*$
O Request header Alf-None-Match.*$
Remove g Request header AReferer.*$ [
O Response header ASet-Cookie.*$

Up
Down ‘

‘Response Modification”, “Match and Replace” &4 &=20|M MHZEE B2 Response € £
Aot £ JASL|CH &AHX Z ZLEZE HA|(Unhide hidden from fields)st7 L}, 2= AiHt ATFZES A
(Remove all JavaScript) & £ QI&LICH ESH EX miEof CHsl ALEXL X1H 2XE 2 JUESLICH “Match
and Replace” M &5 2 A| H 2314 (RegEx)S X|HE 4= AUSLICL Burpes §4 &S 30t X|
N BXIAUZ A5t | Ql8l, AFS 22 Request EE= Response 2418 Z4QlL|C},

017 [77kX| Proxy 7|s0i| Cigt Hd S 2t=3CHH, Request 2 Response £ 723 4= QIELI|CH Request £
HY miLt Response £ 22 iff Ot Burp off 2Js 712X 22, LU0 £2AC 2 SliEt THZISS
Forward A[7{0F RfL|Ct. kA THZIe| LIS A alioF & mPt [Intercept is on] ME |X| o= A0| £5
L|C}.

2) Spider

Burp Spider & 2 OfZ2|A(01449| XI=S BHS mh AFREHLICE TH| # OfS2|70| Mol Chgt MA| 242 517
olof 2 ofZ2A0| 42 RSO ABYsHN, YT Y BE 29l BS YRS HULIC OfFA &2 Y

=o
o—=
HIE ZM2 9lsi Scanner 2 BLXI ELICH Spider 7152 ZtEts| ALgs17| 2lsl 22tRR oA F|okst 2
ofZ2|A0 Mo =42 0|=5t04 Burp 7} 7123 Request Of[A] DFRA Q2% HE 22| 5 “Send to
Spider" St S MENSH |C},

o= -
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ost: testasp.vulnweb.com |
= {0z ajc | Send to Spider

O 5t B &0l HY MM Scope(Hel)ol S F7te
710X Scope(Hel)= HIAEE & 5t0xf 5t Y JHE F| LT

Add to scope

[Target] 2| [Site map] & 0|SstH, Targetofl & 0§Z2|70]4 URLO| F7t=0] Q= AE & + USL
C} ESH http://google.com Z& CHE CHAIX| 2201 F71 & AE = = AS AULICL B

715& A8 st ¢, AFZXRI7} EtMist= @l O Z2|7|0|M S XHE 22 Target o| CHY FF0|| F
CHAOIEX| OIRA QEZR HES 22Ist1 “Add item to scope” &5S MBS [Scope]dll F7IE = US|
c}.

br@infeed3r 6/30 brainfeeder-git.github.io



? Target Scope

@) Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. All fields 4
configure scope is to browse to your target and use the context menus in the site map to include or exclude URL paths.

[ Add J Enabled | Protocol | Host / IP range | Port | File

(1) HTTP Atestasp\.vulnweb\.com$ AB0S
Edit
Remove >
Paste URL

Add Enabled | Protocol | Host / IP range | Port | File \
(] Any logout A
Edit [} Any logoff
(] Any exit
Remove (] Any signout »
(] HTTP Al2app\.naver\.com$ A80S
Paste URL (] HTTPS Aaccounts\.google\.com$ A443%
(1) HTTP Aadmin\.blog\.naver\.com$ A80%
(1) HTTP Aajax\.googleapis\.com$ AB0S L!_

[Scope] B2 2 0|S5IH F|ofet &l 0E2(7|0] M| URLO| FI7HEIRZS 2ele &~ ASLIC.

w Crawler Settings

.

@ These settings control the way the Spider crawls for basic web content.

() Check robots.txt

() Detect custom “not found® responses
(¥ Ignore links to non-text content

(¥] Request the root of all directories

(¥ Make a non-parameterised request to each dynamic page

Maximum link depth: )

Maximum parameterised requests per URL: |50

X

Passive Spidering

G (&

Passive spidering monitors traffic through Burp Proxy to update the site map without making any new requests.

(/) Passively spider as you browse

Link depth to associate with Proxy requests: 0

O|X| [Spider] 4ol 7kA [Option] &S MERBIL|CE SHZH EH0llA Burp Spider 7+ & 2hAlof| Cist CHsH &
NE 48 4= USLICH B AO|E ZHE|Xp7F A Azlof QI A E|X| &FE= = robots.txt e B Tt EX|
Of£0f CHSH &tolZ Q&S 4 JUSLICH CHE 52 M2 [Passively spider as you browse] QIL|Ct 7|2H
O =2 Burp Spider= Passive 2 Active B E H50i|A AlSHSH & QIELICE Active EEQ| AL BurpQ|
Proxy 7|s& Ar&5t0{ &l O Z2(7|0|d EAM5h= 3¢t M= 232 ZHE0| tigt Scanning £ |AIg A
QIX| 24LICt Passive REL| AR 2X| %1 RX|EHL|CH.
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2| Application Login

@ These settings control how the Spider submits login forms.

() Don't submit login forms Y
® Prompt for guidance
(U Handle as ordinary forms

() Automatically submit these credentials:

w Spider Engine

@ These settings control the engine used for making HTTP requests when spidering.
Number of threads: 10
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000

(] Throttle between requests (milliseconds):

random variations to throttle

?| Request Headers

@ These settings control the request headers used in HTTP requests made by the Spider.

Add | Accept: */*
Accept-Language: en
Edit User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Connection: close

L CIE 52 M2 [Application Login] &ILIC}E. “Automactically submit these credentials” &5 M
EHSH Burp Spider 7t 2121 Z2 2t W0iC X522 [admin/password] 22 XAHASHE HESIEE A
&3 + QIALICE Burp Spider = X502 0| XIHZHE XSt 27t HBES 37| 9/5) IBYS A% & 2
QlLICt. [Spider Engine] SMOIM AFRXIZ} RI5t= AL MEC 42 WA 2& JBLICH

o= T AAH
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7 Form Submission

U These settings control whether and how the Spider submits HTML forms.

Individuate forms by: [Action URL, method and fields

(O Don't submit forms

(O Prompt for guidance

® Automatically submit using the following rules to assign text field values:

| Add | Enabled |Matchtype | Field name | Field value |
B (] Regex mail winter@example.com A
Edit 4] Regex first Peter
[} Regex last Winter
Remove ) Regex surname Winter o
[} Regex name Peter Winter
Up ) Regex comp Winter Consulting
) Regex addr 1 Main Street
l Down J (] Regex city Winterville v

(¥ Set unmatched fields to:

555-555-0199@example.com

(¥ Iterate all values of submit fields - max submissions per form:

OfX[2te 2 [Form Submission] &

MojlA 2 Hlo|x| =

o MEX Y Hof Chet s MHS2= MESIES 2

Fst £ QI&LICE Proxy 7|52| [Match and Replace] 241} 7*0| =M &= 2d Al G 234 (Regkx)
% Il’g%* UELICH Burp= & EE 0|82 £ TEHS ROIM X|H EZXEE IS 2 ME5t7| 2/al, & o

OIX|E 24& HLICt.

br@infeed3r
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JTargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer

J Site map T Scope ]

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hicl

¥ http://testasp.vulnweb.com Host | Method | URL

0O/ http://testasp.vulnwe... GET /Login
g Befz.lult.asp http:/ /testasp.vulnwe... POST /Login.

ogin .
» & Regisf i@ http:/ /testasp.vulnweb.com/Login.asp a:p.vu:nwe... gg ;::gg':
asp.vulnwe. .. in.
» & Searc Remove from scope aspvulnwe... GET /Login.
> & Temp Spider this branch spvulnwe...  GET /Login.
() robot Actively scan this branch asp.vulnwe... GET /Login.
: g s:owﬂ Passively scan this branch asp.vulnwe... GET /Login.

showt ;
> http://testa Send to Intruder 3+ asp.vu:nwe... gg /tog!n.
> http://testp Send to Repeater ®4R [CPYUINWE... / ogin.
7 RS asp.vulnwe... GET /Login.

Send to Sequencer
Send to Comparer (request)

Send to Comparer (response) I Response |

Show response in browser
Request in browser P larams T Headers T Hex ]

in.asp HTTP/1.1

Engagement tools [Pro version only) >

-~ .

[Target] 2 [Site map] BiollA| Spider £ A|Zt6t2{H, & OiE2|7|0|M URLE MElist OIRA QEZ HE
£ 2215101 “Spider this branch” &= MEetighL|Ct,

I"Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer

I[ Control T Options ]

@ Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target ap
choose “Spider this host / branch®.

k

" Spider is running | [ Clear queues J

Requests made: 127
Bytes transferred: 330,353
Requests queued: 0
Forms queued: 76

CJ Spider Scope

@ ® Use suite scope [defined in Target tab)

(U Use custom scope

br@infeed3r 10/30 brainfeeder-git.github.io



O|ZA st™ Burp Spider 7} A|ZtE| 11 [Spider] 2| [Control] B40lA Spider 7t XAt5 22 MAstnQ=
Request € 2 £ UELICH £ Burp Spider of Cist A2 Xt H2| Scope & XI¥E & JELICH

Spidering 0| 2tz &[H, & OiE2[AH[0| Mol tiet M=z & E URL SO| ZEA| ElL|ct. 0
HHE MB35, Burp Scanner 2f Z2 LHE Burp 7|50 2LH0] FoHH BMS of = ASLICH

3) Intruder

Burp Intruder = Fuzzing, Brute Force(2AH CiQl) 2Z0]| 0|&&t 2= QI&LIC} 0|t o|™|oj| A= Brute
Force(RAId CQl) 24 7|52 AtRE A YLICL Burp Suited|A [Intercept is on] 22 E|0{Q=X| 2015}
1 Y Ho|X|o|M 2321 BT},

[ Forward ] [ Drop ] _ [ Action ]

Params | Headers | Hex

POST /Login.asp?RetURL=%2FDefault%2Easp%3F HTTP/1l.1
ost: testasp.wvulnweb.com
ser-Agent: Mozilla/5.0 {(Macf-*+--t-—T-t-1-——aao sz ao_na ar—an Gecko/:
ccept: text/html,applicatio Send to Spider Fyoq=0.8
ccept-Language: ko-kr, ko;g= Do an active scan
RSOSSN scrd toinuder_____%+1_|
eferer: http://testasp.vuln - e B aspi3F
Cookie: ASPSESSIONIDCCASRSSS sndto Repeater *
Connection: keep-alive Send to Seqiencer
Content-Type: application/x- Send to Comparer
Content-Lencgth: 25 Send to Decoder
tflName=user&tfUPass=1love Lo ot et =
Engagement tools [Pro version only] >

7270 AP X Request Of| A OIRA QEZ 22! S “Send to Intruder” =2 MEHSHO] [Intruder] 2
Request §HE HHL|C}

2| Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see
help for full details.

Attack type: | Sniper vJ

POST /Login.asp?RetURL=§%2FDefault%2Easpi3F§ HTTP/1.1 N

Host: testasp.vulnweb.com r &J
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.9; rv:25.0) Gecko/20100101 Firefox/25.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*%/%;q=0.8 Clear §
Accept-Language: ko-kr,ko;g=0.8,en-us;g=0.5,en;g=0.3

Accept-Encoding: gzip, deflate Auto §
Referer: http://testasp.vulnweb.com/Login.asp?RetURL=%2FDefault%2Easpi3F

Cookie: ASPSESSIONIDCCASRSSS=SGHLDHROAHFHFEENOCHIRCEPCS Refresh
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 25

tfUName=§user§&tfUPass=§loves

[Intruder] 1S Z 0|=35}01 Attack Target = 2tCIEtL|Ct. [Positions] B2 MEHSIH ALZX}7} Intruder 2
it Request S = &= JOM, BT A=x FA7L EO{RASLICE B= EAl= 7|28 22 Brute Force(FAHE
Oe) 34 Al 1Y E|0|E 222 Burp O|A =58 AULICE OoF[0l M= THX| AHEXL 0| X LS 7HHEE A
O|22, Burp 2| ZZx HA|E HESHH =FeiLICt
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QEZ(|| [Clear] HEZ S2I51H. ZX EA|E HAET} O HAHELICH 20| Cit 072 ALK} 0|2
3 &rSohE MNsloF &LICt O] RequestOlA tftUName(Ol| |2 22 "user")2 E2iT5t1 [Add] HES 2
2|gtL|C} OFEt7EX| 2 password@! “love’E Eef a5t [Add] HES S=I§HLICt o|E A 5HH tftUName =t

tfUPass 7} X i & & Bl 82 FI7HE|0f LSt Z20] & AL}

f
|

@Irl,pf 1tiol
Configure the positions where payloads will be inserted into the base request. The attack type
help for full details.

Attack type: [Sniper

Host: testasp.vulnweb.com

User-Agent: Mozilla/S5.0 (Macintosh; Intel Mac OS X 10.9; rwv:25
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,
Accept-Language: ko-kr,ko;g=0.8,en-us;qg=0.5,en;qg=0.3
Accept-Encoding: gzip, deflate

Referer: http://testasp.vulnweb.com/Login.asp?RetURL=%2FDefaul
Cookie: ASPSESSIONIDCCASRSSS=GMLDHEKOAHFHFEENOCMJKCBPC
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded A
Content-Length: 25

tfUName=Suser§&tflUPass=8loves

CI22 2 Request Sl 220 = S0 Cist 3 [Attack type]S MESILICL 7|2 IS E “Sniper” 7t A
Mo oLt o|F|e] ZR0l= “Cluster bomb” &2 A3H0F §hL|Ct,

Ot2i= Portswigger.net Of| M dHst= 42| ZF L XtO|IL|C}.

Intruder 224 88

Sniper Tt Payload Set 2 AR50, A2 & 2| Oi7HH 4 2MCHZ Payload £ @l2i5H |
Ct. =0{Zl Request E X2|ot= 3¢t X[t H-E H|QISt D= JES WX 5L C
0| 34 A2 XSS XMEH SSH0|11 /&Ml Ot HEES HIAE 5H= O R& gL
Ct. |2 20| tflUName o} tflUPass & HEE 42 X|Fst 4R tfUName o
Payload £ #MLi2 &5H=52t tfUPass 0= Payload £ &i5}X| &&LCt
tfUName 0| Payload Set 2| ZE A7} &M O L2222 tfUName Ol 7|2
7t (user)2 |X|5t0, tflUPass 0f| Payload £ &ACHZ QJ248tL|Ct,

Battering ram £t Payload Set 2 AFE5H0H, AFZXA ™ol 07 4~0f| S LSt Payload Set & SHAH
off =ELICE &, tftUName 2t tfUPass off 22 Payload 2t0| EHEL|Ct 0| 34 |
&2 HTTP 23 Lj of2] 9Ix/o 22 22 28 4g Z2ol K88,

Pitchfork 042{ Payload Set 2 AtEstH, ALEX}F H 2| Of7iEH4~0f| C}E Payload Set(X|CH 87H)
2 ABtL|CE oS S0, K HA Request = 4= 10| Payload Set 1 2| 5 Hmj 2}
= YlEstil, W4 20f Payload Set 2 of R #in gt= AHELIC & HA Requesto|
M= Payload Set 1 2| = H# ZtS #1410 QI25t1, Payload Set 29| & B#m] g}
= 4 2 off eIt 0| 34 Y2 M2 CIEX|TE 23E =S T2 /X|o] &
HOF & BR(MIZE S0, ALEX} O|F 2t ALEAL = S)0fl REEILICE
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Cluster bomb 012{ Payload Set 2 AF25104, AFRX} A 2| D71 40| C}E Payload Set(Z|CH 87H)
2 Y=EILICt Pitchfork fadt CHEXE 2t Payload Set 2 &=ACI2 HtEs 2
Payload 2| Z&f2 H|IAESICH= ARLICE OIS S0, AF8XE He|gt 71 &= 7 Ql=
A<, Payload Set 1 0| 3 #im Zt2 ¥4 10f| Y2450, Payload Set 2 2| 2E 3t
= W 201 BHE @25t CHE, Payload Set 1 2| & Hix ghS B4 10 &=5t2,
Payload Set 2 2| 2 Zt2 H= 20] Hi= Q=ElLICE 0| 34 RY2 MECIED 2
HO| gl= W7t O IR0 A= E2 (0lE S0, AHEX} 0|Z 2 THAYE) 0| RE.L
C}.

oflF|ol M= 2 RS "Cluster bomb"22 MEFHLICE

[Payload] ®iSZ 7tAM, Payload Sets M0f|M “Payload set: 17 2 MEiStD Q=X| &lst, [Load -]
HES 225t ALK 0|8 550 S0 Rl IS MENRILICH AFEXL 0|8 =50 e IS 88T 2

= ALEXt O|F0] of2f 22X E Ho{FLICt

admin
administrator
master
webmaster
manager
guest

test

tester

root

Aannanvmnnuis

Enter a new item
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ORt7EX| 2 “Payload set: 2" & MEf5tD [Load -] HES 28 2= 50| S0{ QU= A S H=FLIC.

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that a

Paste | | tester A
tester1234

l Load ... admin
qwer
root
testl@#$
1
Clear 12

21
123

Remove

[ Add ] Enter a new item

[Options] BS 2 7tA Attack Results &M Of2{0f| "Store requests" 2! "Store responses" &50| A
H E[0] J=X| =eletL|Ch
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(/) Store requests

[(¥/) Store responses

Intruder] £ 22l5t1 “Start attack” =22
OI¢L||:|.'

ON=]

—

= 5t7| let 20| Ct =|RASLICE 2155 T ol wHiol| A

BHLICH Af &0| B &l Zno} BHS0{RIE S &)

74
o=
)kl—-llﬂl.I (] =]

e

Start attack

OfEH & 2= ASHQ? YoM oz It Request= MKt

& Intruder 2| Request 7} 436t A2 s
ghstst ZdQlL|ct. “Status” 2 “Length” £ &

Request 2} CH2 Response = CH2 AEf2| Response =
oI5t CH2 AEf = Z0|E 7HEl Response 2| Request &
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4) Repeater

Burp Repeater £ A238IA £592 Request £ 35l Response = —E—* 5t7| @It TS =
4= QUELICE [Intruder] @t OFEFZEX|2 AKX Request Of| A OFRA Q2% 221 S “Send to Repeate
22 MEli510d [Repeater] 2 Request IEE HYLICE Intruder, Proxy % Cikst MOl Request

[Repeater] 2 EH & QI&LICE,

Send to Repeater

[Repeater] B2 0|S5t0{ U3 H'H Reques L|C}. Repeater AFChOl| 1, 2 2 E|0{Ql= & 7)
o| 42 £ £ USLICE 2t Request & 8t 7Ho| B
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Request

Raw T Params T Headers T Hex ]

User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac OS5 ¥ 10.9; rwv:25.0) Gecko/
Locept : textfhtml,applicationthtml+xml,applicationﬁxml;q=0.9,*!*;q;\.8
Bccept-Language: ko-kr,ko;g=0.8,en-us;g=0.5,en;q=0.3

Bccept-Encoding: gzip, deflate

Referer: http://testasp.vulnweb.com/Login.asp?RetURL=%2FDefaulti2Easp%3F
Cookie: ASPSESSIONIDCCASRSSS=GMLDHKOAHFHFEENOCMJIKECEPC

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 25

- fUName=user&tflUPass=1love

[ ? JL < J[ + JL > J Type a search term

Response

Raw Hex

Request £ [Raw], [Params], [Headers], [Hex] &Alo 2 £2ist 4 QI&L|C

Request £ +d8t £ 12|11 [Go] HES =8| olld Request E MHE EHLICL 12|11 Response MM
oM Response £ 2M§hL|Ct,

5) Sequencer

EHO 2 ALZAL 2150 2HE0| QU7| TiE 0 & o Z2(A[0|1M Hot & M EE2 =2 eldS 7HXlE Aol
SELIL} Burp Sequencer = € 0Z2|70]40]| X522 d-dst 0218t M EZ2| Jo|dS wtsh=

ol AbRELICE

NM EZE dHiakst= Request 2 HLU| £L|Ct CI2 7|53} OFEEX| 2 AF2XF Request O|A OIRA Q2%
2215101 “Send to Sequencer’ &= MEH510] [Sequencer] £ Request HEE HHL|CY
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Send to Sequencer

[Sequencer] H{OZ 0|S5lH XIS O Z ID Of7 HHE Alds W2 2 £
Ao, AFRXF Mol MAE 2|5l [Manual load] £ AFREH 4~ QI&L|CE,

Manual load T Analysis options ]

Select Live Capture Request

Send requests here from other tools to configure a live capture. Select the request to use, configure the other]

[ Remove ] L_‘.I Host IRequest

1 http://testasp.vulnweb.com  POST /Login.asp?RetURL=%2FDefault%2E...

[ Start live capture ]

Token Location Within Response

Select the location in the response where the token appears.

@ Cookie: | ASPSESSIONIDQCDRRTQQ=IPJDIGLBLKBOOLJPIKAMFHLH | ¥ |
O Form field: | 7J
(O Custom location: [ ] [ Configure ]
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Z12 A|ZH 512{™ [Start live capture]E 22! gL Lt

Burp Sequencer [live capture #1: http://testasp.vulnweb.com]

w Live capture (221 tokens) |

| Pause J | Copy tokens J (] Auto analyze (next: 300)  Requests: 221

[ Stop J [ Save tokens J [ Analyze now J Errors: 0

s o2 MAMSH= Request 4 & $:Al5H=
st AlZfst= 20| £ ﬁLll:r O %2 E30| O Lt
=X

rs U L|I:_|- Bst Eag HX]
giCHH, [Analyse now] HES Z2I§H|C}

A= ofzf J2int Zo| EA| ELICH Hol= WX, MEQ| MUl oM 2 245t WO E FFBILICE CHY
st qao| EMol ZutE H7| I5t0] Hthe| B S MEiSIo] Ciefet fale| M AuE = & /USLICH

Summary T Character-level analysis T Bit-level analysis T Analysis Options ]

Overall result L3

The overall quality of randomness within the sample is estimated to be: good.
At a significance level of 1%, the amount of effective entropy is estimated to be: 55 bits.

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum
probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that stronger evidence is
required to reject the hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

>10%

>1%

Significance level
»>0.1%

6) Comparer

Burp Comparer = Request, Response St 22 H|0|E{E H|wdh=H| AL ELICE O F[0fAM = |0l A
Brute Force(2xt CHQ!) 22 A| 2t2 Response S W H|wsll EZISLICE [Intruder] 2| [Result] EHO||
M 2+Zk Request 0| OfRA @EZ 221 § “Send to Comparer (response) &=2S MENSHL|CE,

o= -
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i Send to Comparer (response)

[Comparer] #IQ 2 O|SEILICH AFEXIV i & 72| Response
M Response (#1)2} Of2ff 22 (item 2) & H®| Response (#2)

Connection: close Date: Fri, 20 De...

Compare ...
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Comparer 0|A-{= Words EE= Bytes 271K SO =2 MEHSHOIO|RIS H|E & 4= 9
o b

ol AELI . [Words] HE
= 22/51H T2 H|ughL|ct. 21t OFF 2ERLILH & SEO MH ES0IHE AS &

2holgh 4~ UELICE

Word compare of #1 and #2 (3 differences)

Length: 2,592 ® Text (U Hex Length: 2,592 ® Text (U Hex
HTTP/1.1 200 OK F HTTP/1.1 200 OK F
Connection: close ™ Connection: close N
Date: Fri, 20 Dec 2013 00:48:27 GMT Date: Fri, 20 Dec 2013 00:41:21 GMT
Server: Microsoft-11S/6.0 Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET X-Powered-By: ASP.NET
Content-Length: 2329 Content-Length: 2329
Content-Type: text/html J Content-Type: text/html| W,
Set-Cookie: ) ) Set-Cookie: )
ASPSESSIONIDQCDRRTQQ=CG)DIGLBDBCALPMFMBFCAMCE; ASPSESSIONIDQCDRRTQQ=NBJDIGLBIGKGHKJBIGPNCLMK; path=/
path=/ Cache-control: private
Cache-control: private

<!DOCTYPE HTML PUBLIC “~//W3C//DTD HTML 4.01
<!DOCTYPE HTML PUBLIC “~//W3C//DTD HTML 4.01 Transitional/ JEN" “http:/ /www.w3.org/TR/html4 /loose.dtd">
Transitional/ /EN" “http:/ /www.w3.org/TR/html4 /loose.dtd"> <html> <!-- InstanceBegin
<html> <!-- InstanceBegin template="/Templates /MainTemplate.dwt.asp”
template="/Templates /MainTemplate.dwt.asp” codeOutsideHTMLIsLocked="false" -->
codeOutsideHTMLIsLocked="false" --> <head>
<head> <!-- InstanceBeginEditable name="doctitle” -->
<!-- InstanceBeginEditable name="doctitle" --> <title>acuforum login</title>
<title>acuforum login < /title> <!-- InstanceEndEditable -->
<!-- InstanceEndEditable --> <meta http-equiv="Content-Type" content="text/html;
<meta http-equiv="Content-Type" content="text/html; ] charset=iso-8859-1"> -
charset=iso-8859-1"> v <!-- InstanceBeginEditable name="head" --> v
Key: Modified| |Deleted! Added [J Sync views
OFEF7EX|2, HIO|EE AFES10{ H| w5t CH2ut 22 £32 2 = USLICH

Byte compare of #1 and #2 (8 differences)

Length: 2,592 O Text @ Hex Length: 2,592 O Text @ Hex
0 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.12000K [‘ 0 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.12000K A
1 0a 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6f Connection:clo 1 Oa 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6f Connection:clo
2 73 65 0d Oa 44 61 74 65 3a 20 46 72 69 2c 20 32 se Date:Fri,2 2 73 65 0d O0a 44 61 74 65 3a 20 46 72 69 2c 20 32 se Date:Fri, 2
3 30 20 44 65 63 20 32 30 31 33 20 30 30 3a 34 |38 O0Dec201300:48 3 30 20 44 65 63 20 3; 30 31 33 20 30 30 3a 34 31 0Dec201300:41
4 3a 3237 20 47 4d 54 od Oa 53 65 72 76 65 72 3a :27 GMT Server: 4 3a 3231 20 47 4d 54 0d 0a 53 65 72 76 65 72 3a :21 GMT Server:

5 20 4d 69 63 72 6f 73 6f 66 74 2d 49 49 53 2f 36 Microsoft-lIS/6 5 20 4d 69 63 72 6f 73 6f 66 74 2d 49 49 53 2f 36 Microsoft-lIS/6
6 2e 30 0d 0a 58 2d 50 6f 77 65 72 65 64 2d 42 79 .0 X-Powered-By 6 2e 30 0d 0a 58 2d 50 6f 77 65 72 65 64 2d 42 79 .0 X-Powered-By
7 3a 20 41 53 50 2e 4e 45 54 0d Oa 43 6f 6e 74 65 :ASP.NET Conte 7 3a 20 41 53 50 2e 4e 45 54 0d Oa 43 6f 6e 74 65 :ASP.NET Conte
8 6e 74 2d 4c 65 6e 67 74 68 3a 20 32 33 32 39 0d nt-Length:2329 8 6e 74 2d 4c 65 6e 67 74 68 3a 20 32 33 32 39 0d nt-Length: 2329
9 Oa 43 6f 6Ge 74 65 6Ge 74 2d 54 79 70 65 3a 20 74 Content-Type:t 9 Oa 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74 Content-Type:t
a 65 78 74 2f 68 74 6d 6¢c 0d 0a 53 65 74 2d 43 6f ext/html Set-Co a 65 78 74 2f 68 74 6d 6c 0d 0a 53 65 74 2d 43 6f ext/html Set-Co
b 6f 6b 69 65 3a 20 41 53 50 53 45 53 53 49 4f 4e okie: ASPSESSION b 6f 6b 69 65 3a 20 41 53 50 53 45 53 53 49 4f d4de okie: ASPSESSION
c 49 44 51 43 44 52 52 54 51 51 3d 43 47 4a 44 49 IDQCDRRTQQ=CGJDI c 49 44 51 43 44 52 52 54 51 51 3d [4e 42 4a 44 49 IDQCDRRTQQ=NBJDI
d 47 4c 42 (44 42 43 - 4c - 4d (46 4d 42 46 43 41 GLBDBCALPMFMBFCA d 47 4c 42 [49 47 4b 47 48 4b 4a 42 49 47 50 4e 43 GLBIGKGHKJBIGPNC
e 4d 43 46 3b 20 70 61 74 68 3d 2f 0d 0Oa 43 61 63 MCF;path=/ Cac e 4c 4d [4b 3b 20 70 61 74 68 3d 2f 0d Oa 43 61 63 LMK;path=/ Cac
f 68 65 2d 63 6f 6e 74 72 6f 6c 3a 20 70 72 69 76 he-control: priv f 68 65 2d 63 6f 6e 74 72 6f 6c 3a 20 70 72 69 76 he-control: priv
10 61 74 65 0d 0a 0d 0a Od O0a 3c 21 44 4f 43 54 59 ate <IDOCTY 10 61 74 65 0d 0a 0d 0Oa Od 0a 3c 21 44 4f 43 54 59 ate <IDOCTY
11 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 PEHTMLPUBLIC* 11 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 PEHTMLPUBLIC™
12 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 48 54 4d 4c -//W3C//DTDHTML 12 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 48 54 4d 4c -//W3C//DTDHTML
13 20 34 2e 30 31 20 54 72 61 6e 73 69 74 69 6f 6e 4.01Transition 13 20 34 2e 30 31 20 54 72 61 6e 73 69 74 69 6f 6e 4.01 Transition
14 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f al//EN""http:// 14 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f al//EN""http://
15 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f 68 74 wwww3.org/TR/ht = 15 77 77 77 2 77 33 2e 6f 72 67 2f 54 52 2f 68 74 wwww3.org/TR/ht =
16 6d 6c 34 2f 6c 6f 6f 73 65 2e 64 74 64 22 3e 0d ml4/loose.dtd"> v 16 6d 6c 34 2f 6c 6f 6f 73 65 2e 64 74 64 22 3e 0d ml4/loose.dtd">
Key: [Modified’ |Deleted] Added (J Sync views

7) Decoder

Burp Decoder= 2&3t & H|O|E & di=35t7Lt CIO|HE f=slst=H AHS&LICH =522 [Decoder] of
H|O|E{Z 201 E7{L} @13E &l Request £ Decoder 0f| 2 4~ QI&L|C}H O] 2R base64 Q1T Aoz

S5t A2} 0|1 2 A4S E 285t HTML Basic 215 Request £ [Decoder] 2 EE AQIL|CE CHE
7|3J_f OF&H7HX| 2 AFRX} Request O OFRA Q2% 22| 5 “Send to Decoder” H22 ME#50]
[Decoder] 2 Request HEE HHL|CE,
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Send to Decoder

raehyung:genius

8) Scanner

Burp Scanner & 7bs Z42ist 2 ofZaj |ow Z|obR EMY T3 X SILIQILICE SIXTH CHE TSR ob

a1

5X| &toM, False Positive 7} 2fAigt 2~ QIAL|CEH Burp Scanner = 22 H'I’HOHH" Ar8E &~ Qi&LICE

br@infeed3r 22/30 brainfeeder-git.github.io



S8: Burp Intruder via SQL Injection

Blind #AI0|Lt Error 7|gko] F|obd o2 58 4 Ql= SQL Injection =7
Z2 Hi= gt OS of 0|2 “xIEIO-I g Zui7t £0] QISLICH SQLMa
E1|0|E1H1|0|*01|A-| CIOJE{S F&5He % 9 RE At 8|St S O
MOllM= Burp Intruder 2 6H =y
2ot

2 B0| ExfstH, Kali 2|52
Z2 oflLch ol =752
=g '*L—lﬁf StA[2H O] 2
17|22 2Y5taxt

I'ID o}

i

4>
¥0
rr
0 ror
ﬁ
ingy
§
Mo
i Tl
M of
a
o
o
rot
w
)
—
ro M
12
r* >

A MK sforst Y2 Request £ &0l E3l SQL Injection 0f F|2Fst HES W7dsH= AQLICH

SQL Injection 220| 71538l H0|= Request £ 0IRA QEZ ZE|
L|Ct.

o
%)
[0}
>
o
—
(@)
=1
—
-
c
o
[©)
_1
oot
I
o
rx
L
il

CHSat 20| SQL 1M Mo| 7h53t W2I0|E|2| 2t Intruder ©f #+2 X|F5tH H Payload Set & Atg
20|22 24 QA2 “Sniper” 2 X|HEHL|C}.

m&"
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Intruder 2| M= ul2t0|E| 7} O30 2 & QELICH

Ct22 2 Payload Set & X|&gtL|C}.

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste l / A
i
)
« s
)i
('
cle (¢
anc!l-Z v

TR
a
a

—

Enter a new item

~Add from list ... [Pro version only) lﬂ
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SQL Injection 7t 01 &k0lZ 2|5t Payload Set O Lt 22 SE2 AFEE & JELICH

SQLi Test

)
C'

and 1=1

and 1=2

and 1>2

and 1<=2
+and+1=1
+and+1=2
+and+1>2
+and+1<=2
/*¥*/and/**/1=1
/*¥*/and/**/1=2
/*¥*¥/and/**/1>2
/*¥*/and/**/1<=2
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OFx|2to 2 [Intruder]2| [Options] B0 Grep 322 MAFH|C} 0{7| M= Intruder Z2MA & H= A
o HO|X| SE2 MFE + JSLICEL o|E E0{ Grep 0| “Cookie” & F7t6tH, A1t 5f|0|X| & “Cookie”
2l HO7t Exsh= m|o|X[2t At S0 LIEFLICE.

1»].:- ‘I
These settings can be used to flag result items containing specified expressions.

(] Flag result items with responses matching these expressions:

Paste | | &rror A
exception
Load ... illegal
invalid
Remove | fail >
stack
Clear access
;J directory
file

Lnat found L=

Add Enter a new item

Match type: (® Simple string
() Regex

Grep Off €& Payload Set 2= L}Z1 22 =5(SQL Error HAIX])S AHEE &= JASLIL.

SQL Error Message

unknown column

unknown

no record found

mysql_num_rows()

mysql_fetch_array()

Error Occurred While Processing Request
Server Error in '/' Application
Microsoft OLE DB Provider for ODBC Drivers error
error in your SQL syntax

Invalid Querystring

OLE DB Provider for ODBC

VBScript Runtime
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SQL Error Message

ADODB.Field

BOF or EOF

ADODB . Command

JET Database
mysql_fetch_row()

include()
mysql_fetch_assoc()
mysql_fetch_object()
mysql_numrows()

GetArray()

FetchRow()

Input string was not in a correct format
Microsoft VBScript

A syntax error has occurred

ADODB.Field error

ASP.NET is configured to show verbose error messages

ASP .NET_SessionId

Active Server Pages error

An illegal character has been found in the statement

An unexpected token "END-OF-STATEMENT" was found
CLI Driver

Can't connect to local

Custom Error Message

DB2 Driver

DB2 Error

DB2 ODBC

Died at

Disallowed Parent Path

Error Diagnostic Information

Error Message : Error loading required libraries.

Error Report

Error converting data type varchar to numeric
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http://ASP.NET

SQL Error Message

Fatal error

Incorrect syntax near

Index of

Internal Server Error

Invalid Path Character

Invalid procedure call or argument
Invision Power Board Database Error
JDBC Driver

JDBC Error

JDBC MySQL

JDBC Oracle

JDBC SQL

Microsoft OLE DB Provider for ODBC Drivers
Microsoft VBScript compilation error
Microsoft VBScript error

MySQL Driver

MySQL Error

MySQL ODBC

ODBC DB2

ODBC Driver

ODBC Error

ODBC Microsoft Access

ODBC Oracle

0DBC SQL

ODBC SQL Server

OLE/DB provider returned message
ORA-0

ORA-1

Oracle DBZ

Oracle Driver

Oracle Error

Oracle ODBC
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SQL Error Message

PHP Error

PHP Parse error

PHP Warning

Parent Directory

Permission denied: 'GetObject'

PostgreSQL query failed: ERROR: parser: parse error
SQL Server Driver][SQL Server

SQL command not properly ended

SQLException

Supplied argument is not a valid PostgreSQL result
Syntax error in query expression

The error occurred in

The script whose uid 1is

Type mismatch

Unable to jump to row

Unclosed quotation mark before the character string
Unterminated string constant

Warning: Cannot modify header information - headers already sent
Warning: Supplied argument is not a valid File-Handle resource in
Warning: mysql_query()

Warning: pg_connect(): Unable to connect to PostgreSQL server: FATAL
You have an error in your SQL syntax near

detected an internal error [IBM][CLI Driver][DB2/6000]
error

include_path

invalid query

is not allowed to access

missing expression

mySQL error with query

mysql error

on MySQL result index

on line
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server at

server object error

supplied argument is not a valid MySQL result resource

unexpected end of SQL command

O[H| Burp Intruder £ Al&list1 |25t Request £ &tQIgHL|CY.

<font face="Arial" size=2»
prMicrosoft SQL Native Cliemnt</font> <font face="Arial" size=2>error '80040e1d'</font>

font face="Arial" size=2>Unclosed quotationm mark after the character string ‘'test''.</font

font face="Arial" size=2>/Login.asp</font><font face="Arial" size=2>, lime 10</font>

Higdo 2 U745t Request 0| CHall Payload Set 2 H14510] Intruder £ CHA| A&EHL|Ct. Payload
et 22 22Xl SQL Injection 122 S235|510{ A& 4= /SLICE

= (=]

I EM

http://resources.infosecinstitute.com/burp-suite-walkthrough/
http://resources.infosecinstitute.com/fuzzing-sql-injection-burp-suite-intruder/
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